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XFM: An Incremental Methodology for Developing

Formal Models

Syed Mohammed Suhaib

Abstract

We present a methodology of an agile formal method named eXtreme F ormal Modeling
(XFM) recently developed by us, based on Extreme Programming con cepts to construct
abstract models from a natural language speci cation of a complex system. In particu-
lar, we focus on Prescriptive Formal Models (PFMs) that capture the speci cation of the
system under design in a mathematically precise manner. Such models can be used as
golden reference models for formal veri cation, test generati on, etc. This methodology
for incrementally building PFMs work by adding user stories (exp ressed as LTL formu-
lae) gleaned from the natural language speci cations, one by one, into the model. XFM
builds the models, retaining correctness with respect to incremen tally added properties
by regressively model checking all the LTL properties captured th eretofore in the model.
We illustrate XFM with a graded set of examples including a tra ¢ light controller,
a DLX pipeline and a Smart Building control system. To make the reg ressive model
checking steps feasible with current model checking tools, we ne ed to keep the model
size increments under control. We therefore analyze the e ects of ordering LTL prop-
erties in XFM. We compare three di erent property-ordering methodologies: 'arbitrary
ordering', 'property based ordering' and 'predicate based or dering'. We experiment on
the models of the ISA bus monitor and the arbitration phase of the Pentium Pro bus.
We experimentally show and mathematically reason that predicate based ordering is the
best among these orderings. Finally, we present a GUI based todbox for users to build

PFMs using XFM.
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Chapter 1

Introduction

Computational systems, consumer electronics, avionics and other mission critical sys-
tems are dependent on complex hardware and software components. Most often, these
systems entail a complexity beyond the scope of ordinary validati on techniques. Formal
veri cation and formal methods for test generation, etc. have bee n emerging as viable
techniques for mitigating this increasing system complexity and the resulting validation

challenges.

Formal Methods include describing the behaviors of systems mathe matically and rea-
soning about them to prove correctness and analyze their behavior and performance.
The key aspects of formal methods include speci cation, veri ca tion and testing tech-
nigues for enhancing the quality of the software and hardware devel opment. Itis known

from industrial trends that the validation cycle is often the limiting  factor for the decrease
in time-to-market. Some industry experts estimate that about 70% of the d esign cycle is

spent on veri cation.

However, formal methods often themselves are complex, di  cult to use, and require
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mathematical sophistication. To make formal methods available to regular engineers,
one has to build methodologies and tool sets that enable the engineers to easily utilize
the e ectiveness of formal methods without being thwarted by the complexi ty of the

method itself.

In this thesis, we present a formal model building methodology ba sed on the principles
and philosophy of Extreme Programmingl, 2] methodology in software engineering. We
believe that one of the major gaps between formal systems engineering and the rewgnte
speci cation is the translation from natural language sipeation to formal modelsMost design
teams start with a requirements document written in a natural language an d capture the
main functionalities, interpret them, which often lead to subtle functi onal bugs in the
resulting product. Therefore, there is a need for a golden referen ce model in a formal
framework that is not only correct with respect to the intent of the r equired product,
but also unambiguous through the rigorous semantics of the formal langua ge which it
is coded in. Itis not very easy to build such golden reference mod el because there is no
speci ¢ methodology either in academia or in the industry that pres cribes the steps for
building such models. In most cases, such models are never built or are built using ad

hoc methods.

Our proposal to use a modeling methodology, which we call Extreme Formal Modeling
(XFM) isintended to change this practice and to lead designers to ado pt this methodology
to build these golden models. We call such models Prescriptive Formal Model@PFM).
During its incremental building, model is regressively veried . This model helps in

creating test-benches, validating implementation, create coverage monitors etc.

However, there are intricacies in this methodology, especially related to the order in
which the model is incrementally enhanced with newer features. We address this prob-

lem by building speci c heuristics and their theoretical justi catio ns.
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1.1 Prescriptive vs Descriptive formal models

In the industry, building formal models for veri cation purposes h  as been used in two
di erent usage modes: Descriptive formal models (DFM) [3] and Pre scriptive formal
models (PFM). Descriptive formal models are used to capture an imp lementation in an
abstract model to submit to analysis by model checking tools. Sinc e, DFMs are built from
the implementation, there is a high possibility that some of the vital implementation bugs
are left out unless automatically abstracted from the implementation. Another drawback
with these kinds of models is that they may include unwanted complexi ty and irrelevant

behaviors.

Onthe other hand, Prescriptive Formal Models (PFM) [4, 5, 6] are used to capture natural
language speci cations in a formal model to analyze consistency of the speci cation. In
this approach of model building, the intended behavioof the system is described and
not what a speci ¢ implementation does. These speci cations de scribe how the system
should work. They are also used as a reference model to compare a DFM against
it. Since these types of models are built from speci cation, unwante d complexity and
unnecessary details that are present in the implementation but not i n the speci cation

are omitted.

1.2 Industrial Trends

The design productivity has not kept up with the increase in complex ity of computa-
tional systems as well as the increase in the size and complexity of the circuit designs.
Although one of the key steps in the design cycle is veri cation, progress has been slow

in improving formal veri cation methodology in the industry. Mos  t of the progress
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reported in the literature deal with enhancement of the veri cation e ngines, but not so

much in veri cation methodologies. Inthis thesis, ourfocusisonas peci c methodology.

For e cient veri cation, the model of the system has to be correctly speci ed. In the
industry, most of the veri cation is done on DFMs, which are abstra ct model of the
implementation of the system. We believe that a more top-down appro ach by rst

building PFMs is more likely to succeed.

Whenever PFMs are built and veri ed, they are done in an ad hoc ma nner. Figure 1.1
shows that an ad hoc abstract model is usually built from an English speci cation and
checked against formal properties with a model-checker. Attim es, the ad hoc abstraction
is built from an implementation, which is then checked against the implementation for
conformance. There are several drawbacks in this approach. Frst, the ad hoc building
of both the model and the properties is error prone and the e ort of model building and
debugging grows along with the size of the model. Next, as there isno way to control the
inclusion of all properties, some may be overlooked, thus reducin g the signi cance of the
model. Then, if a property fails, it is tedious to debug the model. Fe w indications exist
where the bug is located. Finally, there is a tendency that the model w ill include more
behavior than the speci cation will allow. This is because ofteni mplementation bias gets
into the abstract model. In addition, implementation details in the a bstract model may
introduce unwanted complexity and may later cause problems in a conf ormance check.
In [5] the speci cation language ESL is described in which all pr operties are speci ed
together, and then an automaton is synthesized from the complete ESL speci cation. This
wholesome approach often has the problem that (i) the inconsisten cy in the properties or
mistakes in capturing the intended property are found late, (ii) the sy nthesis of automata

may explode in size when everything is considered together.

Usually the golden reference model is not built or even if they are built, they are usually
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English
Specification
Linear Time Model Ad Hoc
Properties Checking Abstract Model
'y i

Figure 1.1: Current practice in capturing a formal model from natura | language speci -

cation

in a high level programming language such as C /C++, which of course does not have
a well-de ned semantics. We believe building PFMs in a veriab le language would

change the industrial practices.

1.3 Motivation

In our experience in developing formal models for systems such a s realtime meta-
scheduler, EDF scheduling algorithm, etc [7], we felt that the desi gn preceded the mod-
eling, whichthen makesitdi cultto abstract the design into a formal model. Also going
directly into an implementation, which is heavy with lots of implem entation artifacts,
the properties intended for the design often get hidden. So we advo cate “formally model

rst and design latet approach.

Our methodological motivation is derived from Extreme Programmingl] where “test-
rst” approach is recommended in building designs. In the “test-  rst” approach, the
customer gives a set ofuser storiesvhich are converted to tests. The user stories are short

descriptions that convey the exact detail of the required functional ity of the design, which
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enables the programmers to be certain about the features that the customers request. By
creating tests rst, an urge arises to test everything that is valuable to the customer.
We rst create one test to de ne some small aspect of the problem. T hen we create the
simplest code that can make that test pass. We then create a second t&t. Now we add to

the code that we just created to make this new test pass, and no more. We continue with

the procedure until there is nothing left to test. The code created is sim ple and concise,
implementing only the required features. This regression techniq ue of testing the code

at every phase makes the system gain a better test coverage.

Figure 1.2 shows the design cycle paradigm. With veri cation bei ngthe major part of the

Concept Definition Phase

Design Phase

Implementation Phase

Testing and Verification Phase

Layout
Routing

Design Model at Consistenc Hardware/

Space System |—» Y » Simulation » Software » Synthesis
. Check e

Exploration Level Partitioning
4 4 Software
Coding

\

Design Cycle Timeline

Figure 1.2: Design Cycle
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design cycle, our motivation is to decrease the veri cation aspect of it. Building correct
PFMs is one of the challenging problems. PFMs, as described ealier, capture natural
language speci cations in a formal model to analyze consistency of the speci cation.
It is vital that these PFMs contain all the relevant system propertie s that need to be
analyzed. PFMs with unwanted complexity and irrelevant behavio r may result in a
longer veri cation time implying a larger  state spacsearch for veri cation. One of the
key ideas of e cient veri cation is to reduce the number of reachable states that must be
searched to verify the properties. Lower number of states required to verify a property

will resultin an e cient veri cation.

1.4 Main Contributions of this work

We propose a methodology for an agile formal method: eXtreme Form al Modeling
(XFM), based on Extreme Programming (XP) concepts to construct abstract models from
a natural language speci cation of a complex system. We show how to i ncrementally
build PFMs by adding user stories one by one into the model. XFM uses a “ property
driven” approach to build formal models. Models are built based on the properties
instead of being built depending on the implementation. We regres sively model check
the model against all the properties created so far. If at any step th e model does not
satisfy a speci ¢ property, we locate and x the error inthe model. Due to our regressive
approach, the debugging is easily done since we only have to backtrack one step whereas
debugging a complete model for locating an error is di  cult. Another advantage is
that the model constructed using our methodology does not contain much i rrelevant
behaviors since the model is constructed to tightly t the properties ¢ onsidered so far,
whereas in the “standard” modeling approach, constructing the com plete model at once

may cause the model to contain irrelevant behaviors. We illustrate o ur methodology with
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various examples of tra c light controller, DLX pipeline and a Smart Building control
system. Since our methodology is based on modeling the properties, it is important
to decide what order of properties should be used to build the abstract model. The
properties contain predicates that describe certain behaviors. The complete set of these
behaviors modeled in a speci ¢ manner constitute the model. Our ord ering schemes
are based on the frequency of the predicates present in the system. We analyze the
e ect of ordering properties for building PFMs with XFM with three di erent property
ordering approaches: arbitrary ordering, property based orderiagd predicate based ordering
of properties. We used our property ordering approaches with XFM me thodology on
the models of ISA bus [8] and the arbitration phase of Pentium Pro bus [9 ]. We found
out that the predicate based ordering approach was the most e ective way of XFM and

we formally reason the same as well.

We have also built a platform independent GUI tool that provides a GUI interface to
facilitate the usage of our extreme formal modeling approach with pr operty ordering.

The user can load a list of predicates and construct a list of prope rties that can be sorted
based on the ordering scheme selected for modeling. With the tool, the user can also
invoke a text editor and build the model. For model checking purpos es, the tool is
interfaced with the SMV [10] model checker.

To the best of our knowledge, this is the rst methodology for buildi ng formal models
in an agile development style. The GUI is also useful in enabling users to easily build
models incrementally and correctly through regressive steps. Th e property setdeveloped
as user stories are expressed formally, and hence can be used focoverage monitor and

test generation as well.
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1.5 Organization

This thesis is organized as follows: In Chapter 2 we provide rel evant de nitions used
through out the thesis. We discuss formal methods and its application w ith a simple
example ofatra clight controller. Using this example, we discuss the basis of tem poral

logic. We also talk about model checking and the tools that we use in o ur methodology.

In Chapter 3, we present our incremental framework of modeling s ystems with extreme
formal modeling. We describe the steps required to go about using XFM to build PFMs.
We illustrate our methodology with examples of atra ¢ light controller and a 5-stage

DLX pipeline.

In Chapter 4, we present a more detailed example of a smart home system. The model
of the smart home system is based on the ideas of various other projects like Oxygen
project of MIT [11], the Internet home built by Cisco [12] and the a daptive house build
by the University of Colorado [13]. The smart home system features intelligent control
and interaction of illumination, heating, cooling, safety, securi ty, and appliances. Our
model of the smart home system exempli es the usage of formal and a gile methods for

such high reliability applications.

In Chapter 5, we present a heuristics for ordering the properties us ing XFM. We realize
that the selection of the order of modeling properties would make a d i erence in the
number of reachable states needed for their veri cation. We illustr ate the case study of
the ISA bus and the arbitration phase of the Pentium Pro bus using three app roaches:

random, property based and predicate based ordefipmperties.

In Chapter 6, we describe a platform independent graphical user interface based tool set
that facilitates using XFM methodology with special GUI window for p  roperty editing,

sorting, and model building.
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Chapter 7 consists of some discussion on related and future work.

10



Chapter 2

Preliminary De nitions and

Terminologies

In this chapter, we discuss the relevant de nitions pertaining to our work on Extreme
Formal Modeling. We discuss formal methods along with some exam ples. We then
elaborate on model checking since we use this particular formal me thod in this thesis
for the implementation of extreme modeling. We further describe so me frameworks and
tools used for model checking. We also discuss extreme programming and the necessary

components required for it.

2.1 Formal Methods

Formal Methods include ways of describing the behavior of system s mathematically and
reasoning about them to prove correctness and analyze their behavior and performance.

Formal methods are needed in many elds of software and hardwar e systems, and more

11
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signi cantly used for the safety critical systems to ensure that they be have in a way
they are supposed to behave. Errors in such systems may result in damages in various
aspects. Various techniques of formal analysis have been develged, each having its

own advantages and disadvantages.

One such method of formal analysis is model checking [14, 15]. M odel checking by using

temporal logic was developed by Clarke and Emerson [14, 16] as well as by Queille and

Sifakis [15] in the early 1980s. Later on, many model checking tools such as SPIN [17],
SMV [10], UPPAAL [18], etc were developed. Model checking has been one of the
popular formal methods used in the industry and we have used some of the se model
checking tools to illustrate our methodology. We discuss more about the tools and
methods used in our work in the later part of this chapter. There are oth er techniques for
formal analysis such as theorem proving [19, 20, 21, 22], equivdence checking [23, 24],
etc. Theorem proving systems are computer programs capable of proving theorems
and proofs by formulations of the problem as axioms, hypotheses a nd a conjectures
whereas equivalence checking involves checking for equivale nce between two systems
which may be described using HDLs or as gate-level circuits, or in any other suitable

formalism.

Formal methods employ various modeling frameworks [25] for sp ecifying and describ-
ing various systems. For a system to be correctly speci ed for its in tended behavior,
the correct framework has to be chosen. Various modeling framew orks such as nite
state automata [17], petrinets [26], stochastic modeling framework [ 24], etc. exists in the

industry today for analyzing formal methods.

To illustrate the applications of formal methods, we will consider an example ofatra c
light controller shown in gure 2.1, which shows an intersection with two signals: A

and B. The nite state machine representation of the tra c light controller is shown in
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A
¢ ]
—+| -
f

Figure 2.1: Tra c light controller

gure 2.2 which consists of four states and a set of transitions. Each state has specic
values for signals A and B. The signals can have three possible values: red, yellow and
green. The set of possible transitions that A and B can take is descibed in the automaton

in Figure 2.2. The formal de nition of this system is as follows:

Let X = fA, Bgbe the set of state variables.
Let W = fred yellow, greemgbe the domain of A, B
then, P = f(x = w) jx 2 X,w 2 Wgis the set of primitive predicates.
Let S = fsy, s, 3,40 be the set of states. Note thatS X W. X W has some
combinations where (x,w) are not possible.
then, Ps 2 Pisthe setof predicates true in s for example Pg, = fA = greenB = redy
in state 5.
Let L= f(x:= w) jx 2 X,w 2 Wgbe the set of action labels.
Let Lt be the set of actions taken ont transition. For example, L, represents the action

taken on t; which is A := yellow.

Let T = f(SO, Ltol &))' (&)l Ltll Sl)' (S]J Lt2’ Sz)’ (SZ’ Lt5’ SZ)’ (SZ’ I_1:4’ S3)’ (93, Lt3’ So)gbe the Set
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t

1

- e e — ———

7/
(’ A:=red Vi A —green\
'\ B = green,”\_B_— red )/

- em en o

— — ———

Figure 2.2: Finite State Machine of atra c light controller
of transitionswhere T (S L S)

Next, we de ne what model checking is, how it is done and also di scuss what tools we

use to experiment our methodology.

2.2 Model Checking

Model Checking [27] is an automated technique for formally verify ing formal models
of systems. Applying model checking to a design consists of several tasks that include

modeling, speci cation and veri cation. The modeling aspect involves converting a
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design into a formal language representation that can be accepted by the model checking
tool. This procedure may require abstracting away irrelevant deta ils of the system that
are not relevant for the actual intended behavior. Abstraction hel ps to reduce the model
size of the system, which prevents the problem of state space explosi@rhich we discuss
later in this section. Speci cation of the properties require stating the properties in some
logical formalism which can be expressed in many di  erent ways such as temporal logic
properties [28], nite state machines [17], rst order logics [2 9], etc. The model should
be designed such that it satis es the required properties. Once we h ave the speci ed
property and the formal model of the system, we then verify the prope rties against the
design. The model checking system may either terminate with a successful veri cation

of the system or will give a counter example in the form of a trace indi cating that the
system failed to satisfy the given property. The user can then locate and x the error,

which either may be in the modeled design or may have occurred due to incorrect
speci cation of the system that is being modeled. The problem of m odel checking can

be described as follows:

Let M be the model and let S = fsy, 51, ...,5gbe the set of states in the model.
Let' be the formulae to be checked.
then,
model checking problem is whether M,sc F ', which means whether the

formulae ' issatisedin s.

Referring to the example of the tra c light controller discussed in section 2.1, let us
consider a safety property that states whenever signal A is green, then signal B is red.
We have the property ' being [](A = green! B = red). This property will hold true

for the model at all states since whenever, signal A is green whic h is true at state s,
then signal B is red. Apart from state sy, signal A is never green. Now, let us consider

another property that states whenever signal A is red, signal B is g reen. We have the
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corresponding ' as[](A = red! B = greer). This property will not be satis ed since
in state sz, signal A is red but signal B is yellow and not green. Therefore , the model

checker will generate a trace showing that at state sz, the property does not hold.

There are some pros and cons for using model checking as the formal method of ap-
proach. One major advantage it has over theorem proving is that i t requires lesser
human interaction. Whereas, theorem proving systems require an ex pert in the domain
of application to solve the problem in a reasonable amount of time s ince the interactions
may occur at a much higher levels where the user determines the interm ediate lemmas
to be proved. On the other hand, model checking requires some user interaction to X
the model when an error trace has been generated for an unsatis ed p roperty. Another
advantage that model checking has is that every reachable state inthe system is checked

to ensure that the property is satis ed.

The main challenge in model checking is the problem of state space explosion [10]. This
problem occurs in large and complex systems with many components that interact with
each other or in systems with data structures that can assume many di erent values.
Some of the techniques can be applied to alleviate the problem of state space explosion
that include abstraction [30], symbolic representation [31], par tial order reduction [32],
symmetry [27], etc. These techniques help reduce the model size of the system thereby

easing the process of veri cation.

2.2.1 Temporal Logic

Temporal logic [27] is a formalism that allows us to describe and reason about causal as

well as temporal relations of properties. The analysis of system s by using temporal logic
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was initially used by Amir Pnueliin 1977 [28]. Temporal logicis used for specifying order
of events in time without introducing the time explicitly. Operators suc h as Eventually,

Always or Neverare used to describe events and their temporal aspects in a system.

We talk about some of the common temporal operators in the next section. There are
many advantages of using temporal logic to specify systems. One of the main advantages
is that it has a well-de ned semantics. It is independent of the m odeling language as
well as has enough expressiveness. Temporal logics can be clasi ed into linear time
temporal logicsand branching time temporal logicwith the distinction being how they
handle the branching in the underlying computational tree where a co mputational tree
shows all possible execution paths starting from the initial state. In linear time temporal
logic, events are illustrated by operators in a single computational path where as in
the branching time temporal logic, the temporal operators quantify o ver di erent paths
reached from a given state [10]. Referring to the tra ¢ light example in section 2.1, let us
consider a property that states if signal B is yellow, it will even tually become red. This
property in LTL is specied as [](B = yellow! <> (B = red)). On the other hand, in
CTL, the property can be speci ed as AG(B = yellow! AF (B = red)).

In our thesis we mainly focus on linear time temporal logic (LTL) wh ich we de ne in the

following section.

2.2.2 Linear Time Temporal Logic

In Linear time temporal logic(LTL), it is possible to de ne prop erties for all reachable
states in a single computational path. We show some of the commonly used syntax and
semantics of LTL with the example of the tra ¢ light controller discussed in section 2.1.

For a complete formal treatment of LTL, one should refer to [27]. Re visiting the example,
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we have two signals A and B. Both signals can have three di erent values: red, yellow
and green. We show some of the properties based on the example to illustrate the

temporal operators below:

Example 2.2.1 Always - It is denoted by] symbol.

Property: Always both signals A and B cannot be green at the siznee

LTL property:[]J(: (A = green&& B = green). The property captures the notion that at any
time, signals A and B will never be green simultaneously. Thaperty is considered to be a

safety property.

Example 2.2.2 Eventually - It is denoted by> symbol.
Property: When signal A is yellow, it will eventually changered.
LTL property: [[(A = yellow! <> (A = red). The property captures the notion that

whenever A is equal to yellow, it will eventually become red.

Example 2.2.3 Next - It is denoted by X symbol.
Property: If the signal A is yellow, it will change to red ingmext state.
LTL property:[](A = yellow! X (A = red)). The property captures the notion that whenever

signal A is yellow, in the next state, it will change to red.

Example 2.2.4 Until - It is denoted by U symbol.
Property: The signal B will not change to green until A chasge red.
LTL property:[]((B = : green U (A = red)). The property captures the notion that always B

will not change to green until A is red.

The properties of the example were not di  cult to express but at times, temporal prop-

erties are not always easy to write [33]. Therefore, possibiliti es of errors exist if a user
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wants to express the behaviors in LTL. A simple way to check if the in tended behavior
that the user is trying to specify is correctly expressed in LTL is to ¢ onvert the LTL
property into a nite state machine [17]. Finite state machine is a fra mework for formal

modeling and provides an ease of visualizing the expressed behavior. There are tools
that automatically convert LTL properties to nite state machines and one such tool that

we use in our thesis is LTL2BA [34] which is explained in the next se ction.

2.2.3 LTL2BA

LTL 2 BA [34] (LTL to B tichi automata) generates a Bichi automaton [17] representing a
LTL expression. This visualization is instrumental in verifying that the intended behav-
iors are correctly expressed in the speci cations. LTL 2 BA also generates PROMELA [17]
code from an LTL expression. PROMELA is the speci cation langua ge used by the
SPIN [17] model checker which we explain later in this thesis. LT L2BA - in theory - can
be used to obtain the abstract models directly and automatically fromth e LTL properties.
However, in practice this does not work too well since (1) it is no t possible to describe
some implementation details such as initialization of variables a nd changing state vari-
ables, and, (2) it is not possible to concatenate several propeties since the resulting
automaton may be huge. This is because LTL 2 BA is building a monolithi ¢ automaton,
where the concurrency of independent parts is not captured. There fore, LTL2BA cannot
be used to build models for the properties, but can be used to visualize th at the property

being expressed is correct. We use this tool often for sanity check

Small changes in a LTL property, like the misplacement of a pare nthesis, can change
the meaning completely. For example [J(a! <> (b U c)) represents a simple 2-state
automaton, but if we move one parenthesis before the <>, it becomes a 7 state automaton.

Such mistakes are hard to detect, therefore itis important to check wh ether the properties
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speci ed are correct before passing them to the model checker.

2.3 SPIN

SPIN [17] is a model checker used extensively for veri cation of software systems. It
was developed at BELL Labs [35] by Gerard Holzmann [17]. It wa s recognized by ACM
(the Association for Computing Machinery) with Software System Awa rd [36]. The
speci cation language used by SPIN is a high level language used to s pecify systems
descriptions and is called PROcess MEta LAnguage (PROMELA) [17]. SPIN is used to
trace logical design errors of various system designs and checks the logical consistency
of the speci cation. SPIN avoids constructing a global state graph a s a prerequisite
for veri cation; instead, it works on-the-y, which means that th e states are created
during the veri cation process. Its basic building blocksinclude asynchronous processes,
message channels, synchronizing statements, and structured data [17]. Once the model
is built, the user can simulate it with the built-in simulator that supports ra ndom,
interactive as well as guided simulation schemes. Also various opti mization techniques
such as partial order reduction [37], statement merging [38], hash ing [39], etc, make SPIN

faster on certain classes of veri cation problems.

SPIN reports on deadlocks, unspeci ed receptions, agsincomp leteness, race conditions,
and unwarranted assumptions about the relative speeds of processes[40]. Itveri es LTL
properties by considering LTL properties as never claims in the form of B lichi automata.
It then veri es the model against the B Uchi automata. If the property is not satis ed,
it generates a counter example in the form of a trace le. This trace le can be loaded
into the simulator provided by the tool and checked for the errors in th e model. For

some properties that are not expressible by LTL formulae, it als o considers verifying an
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automata in the form of a never claim against the model. For more inf ormation on SPIN,

refer to [40].

2.3.1 PROMELA

PROMELA [17] is an acronym for PROcess MEta-LAnguagend is intended to make easy
abstractions of system designs. It is not an implementation langua ge, but a description
language. Specication in PROMELA consists of processes, message channels and
variables. The processes are global objects running in parallel unless speci ed. Message
channels can be declared either globally or locally within a pr ocess and are used to pass
data from one channel to another. Message channels arerandez-voug41] in PROMELA
meaning that a handshake occurs for send and receive operationsin di erent processes.
Variables can also be declared either globally or locally with in the processes. Depending
on the state of the system, any statement in PROMELA is either executable or blocked.
Given below is an example code of blocked:

/* The code illustrates a blocking instance. The execution will bloc k at while until the

value of ais equal to value of bwhere aand b are variables. Once they become equal,

then the value of cwill be added to a*/

while (al=b)f
skip;

g

a=a+gc;

For more reference on the PROMELA syntax, referto [17]. SPIN is mostly used for veri -
cation of concurrent software systems rather than descriptions of h ardware circuits. On
the other hand, SMV [10] which we discuss next is used widely for ha rdware veri cation

systems.
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2.4 SMV

SMV is another model checking tool used for veri cation of hardwa re systems. It was
developed by Ken McMillan [10]. It allows several forms of sp eci cation, including
the temporal logics CTL and LTL, nite automata, embedded assertion s, and re ne-
ment speci cations. It also includes an easy-to-use graphical user interface and source
level debugging capabilities. SMV automatically veri es a desig n for all possible input
sequences for properties of combinational logic and interacting nite state machines.
When a property fails to verify, then a counterexample trace is prod uced which helps
locating the bugs and xing the model. Since SMV model checks all p ossible reachable
states in the system, it may lead to a problem of state space explosion SMV provides
a number of tools to help the user reduce the veri cation of large, comp lex systems to
small nite state problems. These techniques include re nement ve ri cation, symmetry
reduction, temporal case splitting, data type reduction, and induction [10]. We use Ca-
dence SMV [42] as one of the tools for model checking in our thesis. Reference of SMV

syntax and semantics of Cadence SMV can be found at [43].

2.5 Vacuity check

Vacuity can indicate a serious aw either in the model or in the proper ty. Antecedent

failure, where a formulae containing an implication proves true be cause the antecedent
or the precondition of the implication is never satis ed, is one of the reasons that a
property can be vacuously true. Revisiting our example from the sectio n 2.1, consider

the following scenario:

Property: When signal A is green and signal B is yellow then in the next state B will
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change to green.

LTL property: [[((A = green&& B = yellow) ! X B = greer).

The scenario mentioned above is wrong and should never happen. However, since the
antecedent of the property is always false, the property will veri fy to be true which is
incorrect. Therefore, it is important to check that at some point of time, the antecedent
becomes true. One of the ways to verify that can be to check if the negation of the
antecedent is never true [44]. For example, the LTL property: []: (A = green&& B =
yellow) will be satis ed implying that the antecedent condition never occ urs. Instead,
the model checker should generate a trace for the property if the antec edent was true at
any point, thus ensuring that the property is not vacuously true. Since, w e use Cadence
SMV as one of the model checking tools, we can also specify the property in branching
time logic. For example, the vacuity check for above mentioned pro perty in CTL can be
specied as: EF (A = green&& B = yellow) which states that there will exist a path in
the system which will have signal A as green and signal B as yello w. This check is also

referred to as trigger check

2.6 Extreme Programming

Extreme programming [1] (XP) has been popularized in the object o riented software
community in the recent years. It introduced novel guidelines and ¢ oncepts of an
agile methodology that seem to increase programming productivity signi cantly while

producing higher quality error free code [2, 45]. Extreme progra mming is a ” Test-
driven” approach. The customer gives a set of user stories that are converted to a
test. These tests are run every time whenever a newer version of code is released.
This regression technique of testing the code at every phase makesthe system gain a

better test coverage. It involves building of code by starting from a simple design and
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performing a thorough test on each stage while improving upon the de sign. The XP
team keeps the design thorough and completely relevant to the requested functionality

of the system. Its core functionalities involve getting user stories fr om the user. The user
stories are short descriptions that convey the exact detail of the required functionality

of the design, which enables the programmers to be certain about the features that are
being requested by the customer. Extreme programming is an increme ntal and iterative

process, therefore having a good design from the start is essential. One of the focuses
of extreme programming is the validation of the software at all time s. Programmers
develop the software by writing the test cases rst from the user stori es provided by
the customers. Refactoring and continuous regression are also one d the main aspects
of extreme programming which enables the programmer to improve the design of the
system throughout the entire developmental process. The improveme nt of the design
is done by cleaning up the code and removing duplication of the desi gn aspects. More
extreme programming practices such as working in pairs, collec tive programming, etc

exist which we do not focus on for our methodology. A complete refe rence of extreme

programming can be found at [1, 2, 45].

We show in the next chapter how we use some of the concepts we describe here for

formal methods.



Chapter 3

XFM Methodology

3.1 Introduction

We introduce an agile formal method (named XFM) based on extreme pr ogramming
concepts to construct abstract models from a natural language speci cation of a complex
system. In our experience, both in carrying out formal veri catio n for major micro-
processor chips, as well as, working on tools and methodologie s, we have found that
the major challenges faced by industrial formal veri cation eng ineers are two fold: (i)
Making sure that the natural language speci cation of the system is tran slated into a
su ciently complete set of formal properties to be used in model check ing of an imple-
mentation, (ii) In conformance based formal veri cation using a bstraction techniques,
creating an abstract model which satis es all formal properties intended in the natural
language speci cation. Most of the times, it is hard to validate thes u ciency/complete-
ness of the property suite developed from the natural language, or to ma ke sure that the

abstract model is constructed correctly. By 'correctly’ we mean tha t the set of behaviors

25
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of the abstract model is not only a super set of the set of behaviors of an implementation,
but also a subset (in the best case, equal) to the set of behaviors inteded/allowed by the

natural language speci cation.

3.2 Extreme Formal Modeling (XFM)

As for any system development, it is important to have a concise an d clearly written
speci cation of the system. Some time must be spent on the specs to getan overview
of the whole system and maybe visualize its main structure. Both, a clear system

speci cation and a deep understanding of the system are crucial for good LTL properties.

Many of the Extreme Programming (XP) rules can be applied directly and successfully in
XFM. For instance, one of the main XP rules is to write tests before the actual code (test-
driven approach). In XFM, this rule maps to specifying the linear ti me property before
writing the abstract model (property-driven approach). Another important XP technique
is to add functionality as late as possible, incrementally increas ing the complexity of the
model. Iterations are small steps inthe development process. At the start of each iteration
the goals are identi ed and written down in the form of *  user stories” - individual cards
that point out speci ¢ implementation details and requirements. Th ese user stories act
as a detailed guideline for the programmer. To refactor problems , to update tests after
a bug is found, and to work in pairs are also principles that are as b ene cial to the

capturing of formal methods as they are for common programming pr ojects.

Figure 3.1 presents XFM's incremental approach to formal modelin g. The initial part
of our XFM procedure involves breaking down the English speci ca tion to user stories.
We select a user story that describes basic functionality of the system, and transform it

into an LTL property.
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Figure 3.1: Capturing a formal model with XFM

At this stage, we can check if the LTL property correctly expresses the behavior of the
user story. LTL properties can be visualized as nite state machines and LTL 2 BA eases
this step by displaying the corresponding FSM. It is important tha t while implementing
the model, only the behavior of this property is taken into account. Af ter listing out the
complete list of linear time properties, we select one property f rom the list and build
an abstract model for this property and model check if it holds fo r the model. Once
the property is satis ed, we take a second property, extend the model according to this
property, and model check for both properties. This procedure is repeated until the

abstract model contains all behavior from the English speci ca tion and all the properties
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in the list are satis ed. The controlled and incremental model bui |ding results in a com-
pact and structured abstract model. If the model checker fails to val idate the property,
we can locate the error with the help of a trace le generated by the mod el checker,
x the bug and rerun veri cation. Whenever a property fails to valid ate, it usually is
straightforward to nd the bug as it must be related to the latest addition s. The complete
e ort of modeling and bug xing grows incrementally along with the s ize of the model.

Algorithm 3.2 gives a formal representation of XFM.

Algorithm 3.2: XFM Approach

f For a given system, we have the behavior in terms of natural la nguage speci cation which

are converted to user storiesg

Let US = fusy, usy, ...,usygbe the set of all user stories for the system
LetP(us)=f j, j+1,..., kgbe the set of properties for a user story
LetP =[iP(us) =f 1, 1,.., mgbe the complete set of properties after a speci c ordering
has been chosen.
I*We show 3 di erent ordering approaches for property modeling later in th is thesis¥
LetP;=f 1, 1,..., ig P,soP;representsthe rst i properties in the speci c order chosen.
Let X(P;) be the model which satis es all the propertiesin P
Initial X=:,1=0,
Stepl: i=i+1
Step2: Build Abstract Model X(P;), the model is built to satisfy all the properties in P
simultaneously.

X = X(P))

ModelChecikX, P )

[* This is the regression step ¥
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if ModelCheckfails for a K
go to Step2
[* to change the model suitably so the failing property can pa ss*/
elseifi=m
X is the required model
else

go to Stepl

3.3 XFM Advantages

Our preliminary model building exercises show that our methodolo gy is superior to
the traditional way of capturing formal speci cation. One of the key advantages is
that XFM involves an iterative technique. The evolving model facil itates debugging
whenever a property is found to be unsatis ed. After each stage, we ma ke sure that the
model concurs to the speci cation through model checking of all pre viously speci ed

properties. If a property fails, the error can be easily located i n the parts of the model

that have been changed in the last iteration.

Another contribution is that our model is built using the properties. He nce, it does not
include much unintentional details. Figure 3.2 illustrates how the amoun t of behavior
for the properties and the abstract model develop during the capturin g process. At
any point, the behavior of the formal properties is more general th an that of the abstract
model. Atthe beginning, however, they are both much more general than the behavior of
the speci cation. In each iteration step, their behavior is con ne d by adding additional

properties and details to the model. Obviously, the behavior of the s peci cation does not
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Formal Properties

Formal Model
Specification

Figure 3.2: Modeling process (a) and modeling result (b)

vary during this process since the speci cation is not altered. Id eally, in the end, all three
behaviors are identical with the speci ed behavior, but in practi ce, there will always be
a small gap. However, this gap will be much smaller for the XFM metho dology than
for the traditional approach. The fact that the behavior of the mode | is closely linked to
the properties entails a close to complete set of properties once the model is complete;
simulation of the model will help reveal missing functionality. In  the conventional
approach, however, the model tends to contain much more functionali ty than speci ed,
but less properties than needed as there is no mechanism that guarantees the exposure of
all properties of the spec. The overall time to build and validate the modelis substantially
less, especially for large systems. This is mainly due to the iterative aspect. Since the
model is checked for each property after each iteration, the time ne eded to debug is less.
This is in contrast to debugging the entire model at once for satisfy ing all properties for

the traditional approach.

Following an XFM based methodology, brings about a list of advan tages. One of them is
speed. The small debugging steps between the iterations can be donemuch faster than

debugging the complete model in the end. Besides speed, more importantly the quality
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of the resulting formal model will be better. Figure 3.2a illustrates h ow the amount
of behavior for the properties and the abstract model develop duri ng the capturing
process. At any point, the behavior of the formal properties is mo re general than that of
the abstract model. Both are more general than the behavior of the speci cation. In each
iteration step, their behavior is con ned by adding additional pr operties and details to
the model. Since the speci cation is not altered, the behavior of th e speci cation does
not vary during this process. Once the model is completely build, a Il three behaviors are
identical, but in practice there will always be small gaps (Figure 3.2b). The gap between
the formal properties and the speci cation indicates how much syste m functionality is
not expressed in the formal properties, and the gap between the for mal model and the
speci cation marks the amount of functionality the model contains tha tis unaccounted
for in the speci cation. The latter is small because we only add func tionality from simple
user stories. The former gap is small as the process makes sure thatthe gap between
properties and model never gets big in the rst place. Itis quite cl ear that in an ad hoc
methodology of model building, debug time is long, the resulting for mal model contains
much more functional details than speci ed, and the properties are f ar from covering

the whole speci cation.

Our XFM based methodology addresses these problems, and with two il lustrative ex-
amples (of a control intensive tra ¢ light controller, and the DLX pipeline) we present

this methodology and show the bene ts.

3.4 Examples and Results

In order to demonstrate the power of XFM, we present two examples fro m di erent

domains and of di erent complexity. A simple tra c light will illustrate the main steps,
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tools, and techniques involved. The design of a DLX [46] micropr ocessor pipeline will
show how this methodology works for a bigger model, and how the mo del evolves with

the incremental approach.

Figure 3.3: Sketch of the Pedestrian Tra c Light

3.4.1 Tra c Light Model

The example of tra c light controller is a simple example of a pedestrian crossing with
atra clight (Figure 3.3). When a pedestrian pushes a button, the tra c¢ signal turns
red, and the pedestrian signal turns green. After thirty seconds, the pedestrian signal
becomes red again and the red light goes o for the cars. Therefore, this description is the
English speci cation. Now, we construct LTL properties describ ing this system. Let us
assume thatp is high when pedestrian signal is red and cis high when car signal is red.
We will denote sw high as switch pressed. We start with the most important property

that states that both pedestrian and car, can never get the GO signal & the same time:
['('p && 'c). We verify that the property concurs with the speci ca tion with LTL 2 BA.

Figure 3.4(a) shows the automaton corresponding to this property. Th e corresponding

model is as simple and contains only one state.
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iy
e D

Figure 3.4: FSMs of tra c properties 1 (a), 2 (b), 3 (b)

The next property states that whenever the car signal turns red, they w ill eventually

become green (Figure 3.4(b)). Table 3.1 lists all LTL properties for this example. LTL
does not allow to express exact timing, only relative occurrence s of events. However, in
the model we add a timer that counts to 30 before the pedestrians stop and the cars can
run again. The model now includes two states, one where cars go (Ic) and pedestrians

stop (p) and the other where pedestrians go (!p) and cars stop (c).

Prop3 and Prop4 state that when no switch is pressed, the cars keep driving and the
pedestrians keep stopping (Figure 3.4(c)). As we check these prgerties against the for-
mal model, we realize that they can be veri ed without making any m odi cations to the
system, and a closer look at the properties shows that their behavior is already satis ed

by property 1 (Figure 3.4(a)).

One functionality that is still missing is the inclusion of the switch.  When cars go and the
switch is pressed, eventually pedestrians should be allowed to wal k before the switch

turns o . This property is a bit longer than the others, and without LTL 2 BA it is not
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Propl| Never both signals can be green at same| []!(!c&&! p)

time
Prop2| If cars cannot go, they will go eventually [I(c! <>l
Prop3| No button pressed, cars keep going [J(('c&&!sw) ! Xlc)

Prop4| No button pressed means that the pedes- | []J((p&&!sw) ! Xp)

trian signal cannot turn green

Prop5| When the switch is pressed while the cars go, pedestrians will go
before the switch is turned o
[[(sw&& p! swU(!p&& sw)&& (Ip&& sw! pU(!p&&! sw)))

Table 3.1: LTL properties for tra c light (c = cars stop, p = ped stop, sw = button is

pressed)

easy to gure out if it is correct (Figure 3.5). After implementing th e functionality of
these properties into the model, simulation shows that it works as sp eci ed, so we have
found all properties. Listing 3.4.1 shows the PROMELA code for the complete Tra c
light model.

Listing 3.4.1: Promela code for Pedestrian Crossing

bool sw, ¢, p;
int time;
active [0] proctype signal() f
cargo:
p=1; c=0;
if
2 (1)! sw=1;time=30; goto pedgo
:(1)! goto cargo
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Figure 3.5: Graph for tra c property 5

pedgo:
c=1; p=0; sw=0;
time = time -1;
if
i (time > 0)! goto pedgo

:: (time == 0)! goto cargo

9
init f
p=1,c=0;sw=0;

run signal();

3.4.2 Model of a DLX pipeline control

The capability of the XFM approach can be seen when working on lar ge systems. The

pipeline control of the DLX RISC processor model [46] is a well- known and reasonably
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large example to show the use of XFM. The DLX contains a 5-stage pipeline, which
means up to ve instructions can execute concurrently. The cycles for th e instructions
are instruction fetch (IF), instruction decode (ID), execute (EX), mem ory access (MEM),
and write back (WB). However, not all instruction types use the same c ycles in the same

order. Table 3.2 shows the cycle usage for the di erent instruction types.

Table 3.2: Cycles for Di erent Instruction Types

IF|ID | EX| MEM | WB
Arithmetic | X | X | X X
Load X[ X | X X
Store X| X | X
Branch X| X | X X

Starting from this system description, we identify the rst user story . One of the most
basic behavior is that each instruction executes in a certain order. So, generally speaking,
instructions execute in the order IF! ID! EX! MEM ! WB. InLTL this can be
expressed as[|(if ! Xid), always ID after IF and then the same for ID and EX, EX and
MEM, MEM and WB, and nally WB and IF. The automaton generated with L TL 2 BA
(Figure 3.7(a)) shows that the LTL expression is sound. These ve properties can be

represented with a circular automaton that satis es our rst user story.

The second user story states that this order of execution still has to hold when we consider
ve concurrent instructions in the pipeline. In order to keep the mod el small we decide
to use ve concurrent processes each of which handles one instructi on (Figure 3.9). Since
the processes run independently, the rst property does not hold a ny more. It is not
guaranteed that directly after the rst instruction is in the fetch stage i t advances to the
decode stage, since in the meantime other processes may get executin time. What we

can guarantee however, is that we will never go directly into any of the other stages.
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Now this has to be expressed for each cycle in each instruction, which means we get 25

LTL properties similar to catl in Table 3.3.

proctype instruction1() {

inst_if:

if

i1 stl=fet; goto inst_id fi;
inst_id:

if

i stl=dec; goto inst_ex fi;
inst_ex:

if

. stl=ex; goto inst_ mem fi;
inst_mem:

if

> stl=mem; goto inst_ wb fi
inst_wbh:

if

o stl=wb; goto inst_if fi; }

Figure 3.6: PROMELA code for one single instruction through DLX

In the next iteration, we introduce the possibility to control the instruc tions from a con-
troller. Thisis done by "enable signals”, one for each instructi on. The LTL expression will
say that an instruction will not advance unless the enable signal is given (Figure 3.7(b)).
Again we obtain 25 properties in the style of cat2 in Table 3.3. The changes in the model

for these properties are small, so all of them can be veri ed witho ut problems.

The next user story considers the control of the synchronization of the system. It states
that the control enables each instruction in each cycle. Once the ingruction cycle ad-

vances, the enable signal is set to zero, thus signaling the controler that it is ready for
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("1f1) || (enablel (Tenablel) || (decl) || (tif1)

decl

°’ ifl °’ enablel

Figure 3.7: Graphs of pipeline properties 1 (a), 3 (b), and 4 (c)

the next cycle. This category of properties is somewhat more complex, but with the help

of the LTL 2 BA tool we nally get cat3 in Table 3.3. It states that when ever an enable
signal of a pipeline is true, it will change to the next stage before the enable signal goes
down, unless the enable signal is already low (Figure 3.7(c)). Again, we have to check
all the stages to satisfy the corresponding property. Once the model is constructed for
all the corresponding properties and model checked, we again r egressively model check

the previously modeled properties.

Another important behavior of a pipeline is to prohibit multiple us  ages of resources. If
one unit is using a stage of a pipeline, then no other pipeline can ex ecute in the same
stage of the system. For example, if an instruction is executing in IF stage, no other
instruction can be executed in the same stage until the previous instruction completes
from the IF stage. This ensures that there are no resource conicts. Cat4 in Table 3.3
expresses this in LTL for the fetch cycle of the rst instruction. Aga in the category will

consist of 25 properties, one for each cycle. In order to satisfy this property in the model

we introduce a control process that during initialization phase star ts each instruction
successively, and later makes sure that every instruction advancesin each cycle. Again
the veri cation of all properties and simulation nishes up this iter  ation step. With

only 4 categories of properties the basic functionality of the pipel ine is now veri ed and
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Table 3.3: LTL properties for pipeline (examples)

label | LTL property

catl | [J(if1! !(XexyjXmenijjXwb1l))

catlb | [J((ext&& (loadljjstoreljjbranct)) ! I(Xif 1jjXwbljjXdedjjXwait1))
cat2 | [J((if1&&!enablg) ! (iflUenabld))

cat2b | [J((waitl&&!enablg) ! (waitlUenabld))

cat3 | []J(if1! ((enabléUded)jj'enabld))

cat3b | []((ex1&& (loadljjstoreljjbranctl)) ! ((enabl@Umemld)jj'lenabléd))
cat4 | [J((if1&&enablg) ! ((!(if 2&& enabl@)jj(!(if 3&& enabl8))jj
("(if4&&enabld))jj(!(if 5&& enabl&))) Ulenabld))

working.

To make the model of the pipeline a bit more realistic, we select th e user story that
de nes di erent instruction types and their di erent cycle sequences from Table 3.2. It
turns out that this does not result in a new category of properties, but r ather induces
changes to existing properties. This step illustrates that in the itera tive process, not only
does the model evolve, but also the properties can evolve and get more complex later
in the modeling process. To satisfy the requirement, we extend our ba sic instruction
automaton with a wait stage and transitions according to Table 3.2 (Fi gure 3.8). This will
make sure that an arithmetic instruction for example, will now go fro m EXto WAIT and
then to WB. We have to change some properties in category 1 and 3, andadd properties
in all four categories. Resulting LTL examples are shown in cat 1b and 3b in Table 3.3.
Changes in the abstract model to re ect this are limited to update the FS M description for
each instruction to the automaton of Figure 3.8 that means introducing the n otion of an
instruction type, and adding the transitions to and from the wait stage.  For the controller,

these changes are transparent since after the changes still eachnistruction takes 5 cycles
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Branch

Load / Store / Branch

Figure 3.8: Automaton for one instruction

to nish, therefore preventing the occurrence of structural hazards. Figure 3.9 shows
the complete structure of the pipeline model. Of course there would still be many more
details that could be added to the pipeline, such as data dependencies and forwarding,

but the steps will always be the same.

3.4.3 Summary

We present a novel approach to use mechanisms from extreme programming to capture
formal models. Instead of building an ad hoc formal model and co me up with properties
to check it against, we show that when building the model along with th e properties,
the model grows incrementally and gets a natural structure. The major b ene ts are the
speedup of the model-building process and the high quality of the mod el compared

with the traditional approach. Since we handle small steps, each step will add limited
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Control Unit

Figure 3.9: Overall Pipeline Design

functionality to the model, so the debugging process is much more dire cted. Another
major bene t resides in the scalability. For example if ad hoc m odels are built, they are
usually monolithic, but with XFM, complex models get broken downtos mall problems
and can be built as concurrent state machines more easily. The time required to build
models using this methodology grows incrementally along with the s ize of the model,
whereas the design e ort in a conventional methodology grows exponentially with the

size.



Chapter 4

Another extensive case study: Smart

Home

As technology advances, the cost and size of electronic components are becoming
cheaper, smaller, and consume less power. As a result, these commnents are becoming
an increasingly important part of our environment. Ubiquitous com puting is no more

science ction, but instead an emerging technological area. There are electronic devices
such as sensors, cameras, personal assistants, and microproasors that provide us with

information and transparently perform tasks without our knowledge  of its working.

This is what makes our environment “smart”. A Smart Home uses thes e techniques to
make living conditions more convenient and adapts to its residen t's needs. However,
for “smart’-ness, the technology must be constructed such that the resi dent is unaware
of the complex technology behind the automation. Therefore, one im portant objective
of a Smart Home is to take charge of obvious and repetitive tasks. Alth ough the need

for explicit control is taken away, the resident has supervisory control over the system.

42
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Itis desirable for a person that the environment is aware of his /her presence, acts accord-
ing to his/her preferences, and is able to communicate with ease in many ways. However,
while people are familiar with and accept that programs on their PC sometimes crash
or behave inadequately, it is unacceptable that their home environ ment shows any un-
wanted behavior. It is unthinkable that a house refuses access to its resident, or those
vital functions such as heating, lighting, or the security system does n ot behave the way
that they should. On account of this, the development of the control fo r a Smart Home
not only has to be done with diligence, but it has to include a methodo logy that com-
pletely rules out the possibility of such failures. Extreme Modeling is a methodology
that not only provides for a correct model of the system, but also m akes the process of

model building and capturing of formal speci cations faster and m ore intuitive.

4.1 The Smart Home Details

There are many approaches to what a Smart Home may look like and to what func-
tionalities it should be able to perform without user assistance. The most important
functionalities for a Smart Home include the control of lighting, tem perature, security,
and safety. However, some also include other features such as entertanment and speci ¢
smart appliances such as a smart refrigerator or a smart microw ave. Systems also di er
greatly in their level of awareness of the resident, where a highe r level of awareness en-
ables the system to adapt to personal preferences of di erent family members depending
on their current location in the house and the time of day. Finally, a b ig design decision
is the level and ways of human interaction with the system. This may be as simple as
a central control console or it can be done with multiple ways such as portable devices,
voice recognition, and remotely over the Internet, or by phone. Wi th exuberant control

on a small console, there exists a risk of a faulty behavior by the system. In this section,
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we present with some of the necessary control speci cations of the Smart Home control

system.

4.1.1 Natural Language Speci cation

The example of a Smart Home we are describing here includes all basic functionalities for
lighting, temperature control, security, and safety as well as some e xtended features for
advanced control. We describe the functionalities separately for the di erent categories
although it is not possible to do a clear separation, as some functio ns require interaction

of several categories.

Lighting:

Lighting controlilluminates rooms depending on the brightness outs ide the house. There
are light sensors at every window. If during the day it is brighte r than a pre-de ned

value, light in the room will switch o . Once it gets dark, the light will switch on.

Obviously, rooms without windows such as the bathrooms do not have | ight-sensors.
Every person carries an RFID (Radio Frequency identi cation) i n their jewelry or shoes
to detect the presence of a person, and the lights in the house are contolled depending
on the presence of persons in the rooms. If a room has not been usedfor more than
10 minutes, light will switch o . In addition, for some rooms such as the living rooms

and the bedrooms, the resident can choose a lighting intensity fro m 0 to 100 percent.
Whenever the room is used again, light switches to the previous sele cted intensity.
However, the next evening, as the light switches on when it is getti ng dark outside, it

always starts with 100 percent intensity.
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Temperature Control:

Temperature control involves temperature sensors in every room, a nd the control of
heating and air conditioning. For each room, three temperature lev els can be de ned:
comfort level, power-save level, and the vacation level. The comfort level is the temper-
ature the resident likes to have when the room is being used. The second level is the
power-save level that de nes the temperature for a room thatis notb eing used. It saves
power by lowering AC and heating, but still keeping the temperature a t a level so that
the room can reach comfort level in a reasonable time. The vacation level de nes the
temperature for a room that is not used for a longer period. In the vac ation level, only
heating is operated to prevent the room from freezing. Whenever a person is detected
in a room, the system goes to comfort level. If a room has not been used for a certain
time for example 2 hours, temperature will be lowered to power save | evel. If the room

has not been used for say more than two days, it will fall back to vac ation mode.

Security:

Security uses motion sensors in every room to detect if someone is present in a room or
not. If there is motion detected but no person of the household identie d in the past 5
minutes, an alarm signal is issued. When the alarm signal is issued, the safety alarm
starts and a message is sent to the resident's cellular phone along with an email. If the

alarm is notturned o  within next 5 minutes, a signal is sent to the security for help.
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Safety:

Safety is dealing with malfunctioning devices that may cause unfore seen hazards to the
house such as re, ooding etc. It may also involve mistakes made b y the residents that
may cause such an event. One of the main components of safety is the smde detectors,
which are installed in every room to monitor smoke levels. In add ition, it checks if the

temperature is in a safe range. Once a certain safety constraint is Violated, a safety alert
is raised and displayed on the screens available in every room. In addition, a message
is sent to the resident's phone and email box. If a hard safety constraint is violated,

re-extinguishing sprinklers are activated and the re departmen tis noti ed.

Table 4.1: LTL Properties for the Smart Home model

1 If light is over 500 lumen light will not switch on [(klact ! kbright)
2 If the room is not used for more than 10 minutes, the light [J(kawaylOm ! !IKlit)
is always o

3 If there is light in the room, either itis su  ciently dark | [J(klit ! (kherelOm && klact))
outside and someone is using the room or someone has

been in the room in the last 10 minutes

4 If the lightis o , eitheritis su ciently bright already, or [Cklit ! ('klact jj X !klact jj kaway10m))
itis just getting su  ciently bright or nobody has been in

the room recently.

5 If no identi ed person is in the room and there is motion [0(((kempty && kmotion) U alarm) jj lkmotion jj (kmotion

the alarm is triggered && kempty))

6 Temperature is at comfort level if the room has beenused | [J(ktcomfort ! kherel5m)

within the last 15 minutes

7 Temperature is at power save level if the room has not | [J(ktpowersave ! kaway2h)

been used for more than 2 hours.

8 Temperature is at vacation level if the room has not been | [J(ktvacation ! kaway2d)

used for more than 2 days.

9 At dawn (when the light gets active) intensity is always [(("lact U lintmax) jj llact)

at 100 percent.

10 | Ifthere is some smoke or a high temperature in any room [((lowsmoke jjtemphigh) ! X safetyhazard)

next a rehazard is issued

11 | Ifthereis heavy smoke or a very high temperature in any [((heavysmoke jj tempveryhigh) ! X spkl)

room next the sprinkler system is started
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Table 4.2: De nitions for the LTL Properties

1 #de ne kbright klum < 500 Brightness level in the kitchen is under 500 lumen

2 #de ne klact klactive True if kitchen light can be switched on, false if bright
enough

3 #de ne Klit klight Output for the kitchen light.

4 #de ne ktcomfort kil ==comfort Temperature in the kitchen set to comfort

5 #de ne ktpowersave ktl == powersave Temperature in the kitchen set to power save

6 #de ne ktvacation ktl ==vacation Temperature in the kitchen set to vacation

7 #de ne kempty kpsens == Empty No person is in the kitchen

8 #de ne alarm alert

9 #de ne kherel5m kcount <16

10 | #de ne kherel0Om kcount <11 Kitchen has been used within the last 10 minutes

11 | #de ne kaway10 kcount > 10 Kitchen is unused for more than 10 minutes

12 | #de ne kaway2h kcount > 15 Kitchen is unused for more than 2 hours

13 | #de ne kaway2d kcount > 20 Kitchen is unused for more than 2 days

14 | #de ne kpsense !(kpsens == Empty) No person detected via RFID

15 | #de ne kmotion kmot The motion detector

16 | #de ne lowsmoke ((ksmoke ==LOW)jj(lsmoke==LOW)) | There is some smoke in a room

17 | #de ne heavysmoke ((ksmoke ==HIGH) jj(lsmoke==HIGH)) There is heavy smoke in a room

18 | #de ne temphigh ((ktemp > 80)jj(Itemp > 80)) The temperature in a room is unusually high
19 | #de ne tempveryhigh ((ktemp > 100jj(ltemp > 100)) The temperature in a room is very high

20 | #de ne spkl sprinkler The sprinkler system

21 | #de nelintmaxlint == 100 Full light intensity in the living room

4.1.2 Capturing of the Formal Model

In order to capture the formal model we identify basic functionalitie s of the system,
specify formal linear time properties for the functionalities and then build a model that
satis es those properties. Our rst property states that if it is su ciently bright outside,
then the light will never switch on in the room. Table 4.1 shows the ¢ orresponding LTL
property. To make sure that this property expresses what we intend to express, we enter
the LTL formulainto the LTL 2 BA tool to get the corresponding automaton.  Figure 4.1(a)
shows the FSM corresponding to property 1 and Table 4.2 lists the de nitions necessary

to verify it with SPIN. Since this property is quite simple itis notd i cult to see, that
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it expresses the correct behavior, but for more complex properties it is important to
make sure they are correct before checking the model for it. Now, w e start writing
a model in PROMELA that satis es exactly this one property. It is im portant to try
not to introduce functionality early; however, the model always con tains parts that
have no correspondence in a formal property. This is because ceatain things such as
initialization of variables and changes of state variables cann ot be expressed in linear
time properties. Listing 4.1.2 shows the PROMELA model for the rs t property. It
features the initialization process init and the process KLuminosity, where the variable
kactiveis set according to the current luminosity. In order to keep the state sp ace of the
model small, we only consider three levels of brightness. All o ther values will not result

in any change of kactive

Listing 4.1.2: Promela code for the rst property

bool kactive;
int klum;
proctype KLuminosity() f
do
> klum < 400! klum = 200; kactive=1
i1 (100< klum) && (klum < 700)! klum = 400; kactive=0
2 (Klum > 700)! klum = 600; kactive=0
od;
g
init f
klum = 200;
kactive =1,

run KLuminosity();
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) (klact) || (kaway10m) || (klit)

1 klact

@ (tKklact) || (kbright) @

Figure 4.1: FSMs of properties 1 (a) and 4 (b)

Only after the rst property is veri ed, we come up with a second pro perty. This
property states that if the room has not been used for more than 10 minute s, the light
is always o . The LTL property in Table 4.1 is similar to property 1. A process KPsense
has to be added to the model that detects if a person is in the kitchen and it counts the
minutes since the kitchen has been used last. If nobody has been therefor more than 9

minutes, the light is switched o

Property 3 describes that if there is light in the kitchen, it must be su ciently dark
outside and someone used the kitchen within the last 10 minutes. The LTL property is
quite easy to understand. For the formal model, we only have to add sma Il changes to
re ect this property. We have to make sure that the light is dependen t on kactive Once
these changes are updated, the property veri es and we determine the next property.
Property 4 de nes when the light is o  in the kitchen. If the lightis o , that means,
that either nobody has been using the room recently or it is su  ciently bright without

light. This property is a good example for the interactive model bui Iding process. While
implementing the changes in the model we realize that when it is jus t getting bright

in the morning, the light is switched on just before klactiveis switched o . This will

cause the property to fail. Now if we inverse the assignments, prope rty 3 will fail.
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This is why we extend the property including instants where in the nex t state klactiveis
true. To make sure, that this actually happens in the next state we have to enclose the
two assignments in an atomicstatement. Figure 4.1(b) shows the corresponding FSM
generated by LTL 2 BA. It has very few transitions but con rms that th e automaton
follows our intention. When building the properties independentf rom the model, such
details get omitted. This will cause the property to fail and it may be time consuming to

locate the error.

As the model now contains most of the lighting functionality, we add a  security property
next. Property 5 exploits the motion sensors. When no person is identi ed in the room

with a valid RFID and there is motion detected an alarm is activated. T he alarm signal
might ring a bell and send a text message to the resident's cell phone and email. As
the alarm signal can only occur after the condition is detected, it is most appropriate to
use the until operator U for this property. Table 4.1 shows all the LTL properties. The
implementation in the formal model does add some lines to the KPsensegrocess, but it

does not incur any fundamental changes.

Next, we consider the temperature control mechanism. Asthere are thr ee basic properties
that are similar and closely related, we decide to add all three pr operties in one iteration

step. The properties say that the AC/Heating system has three modes of operation, each
having a temperature level assigned. The rst level is the comfor t level; it de nes the

temperature when the room is used. Then there is a power save temperatur e that is
active whenever nobody has been using the room for more than two hour s. Finally, a
vacation mode is active when a room has not been used for more than tw 0 consecutive
days. The resulting LTL properties are simple (Property 6, 7, 8). Inthe PROMELA model,

there is already a counter that counts the time since the room has been useal last so we
have again few changes in the model. After modifying the model, s mall alterations have

to be performed when checking all previous properties.
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At this point, our model only comprises one room, the kitchen. As we have sensors for
every room, most of the control is also based on the room-level. A Il properties mentioned

can be replicated for any other room as well. The same is valid fo r the model. This makes
our model modular in approach. However, in some rooms there are a dditional functions

that should be added. For example, we want to control the intensity of the light in the

living room and in the bedrooms. Intensity in the bedroom will be s et to zero, when
going to bed and in the living room it may be set to a desirable leve |. The fact alone
to have a switch that controls the intensity will result only in trivial LTL properties,

and therefore is not worth checking for. But in the speci cation, i t says, that if it gets
dark the next day, intensity should always be at 100. This requirem ent is expressed in
LTL property 9 (see Table 4.1). To re ect this in the model, we cre ate the model of the
living room by copying all kitchen processes and rename them an d the variables. In
addition to KPsensgwe get LPsensand so on. Then we replicate all LTL properties and

the de nitions and check all these properties as well as the ones fo r the kitchen. Once
this is done a new process Lintensity is added, that switches between di erent levels of
intensity ifitissu  ciently dark in the living room. In order that property 9 veries, we
change the intensity back to 100 as soon it gets bright enough outside, aslactiveis turned

to zero.

Safety properties such as the detection of smoke or hazardous temperaures are prop-

erties that concern the whole house. In order to ensure the safety in the house, we add

two properties that depend on the smoke detectors and on the temperature sensors.
Property 10 issues a safety hazard when a certain amount of smoke is detected or if the

temperature in any room is high or low. A safety hazard will notifyth e resident about the

incident but not take any immediate action yet. Once the intensity of th e smoke reaches
another critical level, the sprinkler system is launched and the r e ghters are noti ed.

This is speci ed by property 11. In the model, these changes induc e the creation of two
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small processes that monitor the temperature and smoke sensors in al rooms.

4.1.3 Summary

We demonstrate the usage of the XFM methodology for the formal modelin g of a large
control application for a smart building. The modeling example of the Smart Home
demonstrates the power of the approach, and even if there exist mor e sophisticated smart
spaces, we succeeded in building a reasonably complex smart environment with little

e ort. Yet mostimportantis not the large amount of functionality andth e di erentlevels
of interaction, but the con dence that this model fully complies with  the speci cation

without containing much super uous behavior.



Chapter 5

Property Ordering E  ects on XFM

In this chapter, we analyze the e ect of ordering the linear time properties while using
Extreme Formal Modeling (XFM) methodology in building “Prescri  ptive Formal Mod-
els” (PFMs). During incremental model building, the PFMs often bl ow up in size in
terms of the state space, and the main tenet of XFM being regressive madel checking,
blown up models often make it impossible to carry out the XFM methodol ogy. In this
section, we compare three di erent model building methodologies, (i) No speci c or-
dering of user stories (arbitrary), (ii) Sorting of the user stories based on a weighting
scheme (property based sorting), and (iii) Predicate based sorting of user stories based
on an eliminative scheme (predicate based sorting). We show that the predicate based
sorting scheme is the most e ective way to carry out XFM model building. We illustrate
the schemes and the comparison by modeling a monitor for the ISA bus [8] and model
of the arbitration phase of Pentium Pro processor's bus [9] using SMV [10]. We also
provide formal representation of the proposed schemes for orde ring the properties for

model building.

53
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5.1 Preliminary De nitions

Let X = fxq,X2,...,x,gthe set of variables in the system being modeled. Let D(x;) denote
the domain of variable x;. In most casesD(x;) = f0,1g when x; is a Boolean variable.
Letuscallx; = vand x;, vwhere v 2 D(x;) as predicates of our system. In other words,
in every state of the system, for each variable x;, one can evaluate these predicates easily.
It is easy to see, that the number of such predicates in the system is Sy2x (2 j D(x;) ),

which is nite for nite variable set X, and below we will indicate this number by n.

Now let P = fpy, p2, ...,pngbe the set of all such predicatesandP = f ;, »,..., mgarethe

set of properties to be modeled.

Figure 5.1: Predicate-Property Representation

The relationship between the properties and predicates can now be represented by a
bi-partite graph, where one set of nodes are marked with the predi cates, and another set
of nodes are marked with the properties. Edges go from a node mark ed with predicate
pi to a node marked with a property  ; if the predicate p; is used in the property ;. We
write this condition in short hand as p; 2 j Such a bipartite graph to represent the

predicate-property relationship is shown in Figure 5.1.
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Table 5.1: The Predicate-Property Representation Graph of the di erent Behaviors of a

System
1 2| 3] al.- |. m| (p)
pp |1 |1 |0 |0 4
p |0 [0 |0 |1 1
ps |1 |1 |1 |1 6
ps |0 |1 (1 |O 4
pn|O |1 |2 |2 |. |. |. |4

De nition 5.1.1 Predicate-Property Relationship
Graph: A bipartite graph G= (P[ P,E) where A P = ;,E P P st(p, j) 2Ei
pi 2, is named @redicate-Property Relationship Graph (PPRG) .

De nition 5.1.2 Weights of Predicates and Properties: (pi) = out degree of node marked
p; in G is called the weight of the predicate bindicates how many times in derent properties

p; appears. We denote this by(p;) or by (p;) interchangeably. The weight of a propertyis
nowdenedas W ;) = P (pi) where(p;, j) 2 E, and the weight of a property is a measure

of entanglement of a property with other properties.

De nition 5.1.3 PP Matrix:  The Predicate-Property Representation Graph (PPRG) can also
be represented in a matrix form as shown Table 5.1. Such a nuEngted by PPisan m

matrix, with A; being the ' column vector.

The following observations can be made easily about PP matrix.
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Observation 5.1.4 The " row element of column vector;&f PP islif and only if predicate p

appears in property ;.

Observation 5.1.5 The " element of'? row of the matrix PP isl if and only if predicate p

appears in property ;.
If we denote AiT as thei™ row of PPin column format then we can observe that
Observation 5.1.6 (p;) = AiT T whereT a column vector of size m1 with all 1's.

Let ~ denote the column vector of size n 1 containing the values for each predicate.

Observation 5.1.7 The weight of a property; is obtained as

W( j): Aj

Now if we dene A; Ay as equivalentto Aj[i] Ay[i] for all i where Aj[i] denotes the

it" row element of Aj, then we can observe the following:

Observation 5.1.8 A; Agimpliesthat W ;)  W( ).

5.2 Importance of Ordering

XFM is an incremental modeling approach with the model expanding in the state space
after addition of properties at each increment. It is important to f ocus on the order of

modeling the properties because if the state space blows disproportionately, then using
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XFM will become di  cult. At times, arbitrary ordering of the properties blow up the
models in the middle or in early stages of XFM making it hard to carr 'y on XFM. Our goal
is to choose the properties in a way such that the state space reached duiing veri cation
of the model is incrementally growing and within bound. Therefor e, aschemeisrequired
to order the properties which would be modeled to get an incremental representation as

we keep verifying remaining properties.

One of the important factors in building an abstract model for form al veri cation is to

make sure that it does not contain any unnecessary behavior. This behavior may get
included in the updated model when it is not seen as an incremental a pproach but rather
as unstable in terms of state space searched. Another important factor for a correct
incremental approach is to achieve a model that results in a smaller state space for the
veri cation of a property. With a smaller state space, veri cation would be faster and
more e cient. Both these concerns are resolved by modeling using the XFM approach
with a consistent ordering of properties. Our goal of XFM does focus on the fact that

we want to satisfy the property with the least changes in the model fro m its previous

increment.
Listing 5.2: Property based ordering
Let P =1f 1, 2,.., mgbe the set of properties and the set has size m
Let P = fpy, p2,...,png be the set of predicates and this set has size n

Let z (p) be the frequency of the predicate p in the system. Note that 2z (p)
= (p) in PPRG

fThe weight of the property will be calculated by the following segm entg

for all i 2P
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forall p; 2P

it (pj 2 i)
W( )= W( )+ z(p)
end if
end for
end for

fln property based ordering, we sort the properties according to th eir weights. We
start modeling the property with the least W( ¢). Also, note that if multiple properties
have the same weight, we order them in any order g Note that from PP matrix, one can

compute W( ) asA; “where " is the column vector with the predicate frequencies. g

We have experimented with di erent property ordering schemes while doing XFM to

constructthe model. The rstscheme is the “standard approach” wh ichwe call Arbitrary

ordering, where properties are modeled in a random order. Thi s approach may cause
the model to blow up initially and remain the same throughout or may caus e the model
to decrease in size in between. The arbitrary sorting scheme is nat a good approach
to select properties for modeling with XFM due to the lack of the notion o f property

dependencies and the weight of its predicates. While the predicate dictates a specic
behavior of the system, the property conveys a relation or depende nce between the
predicates. Therefore, in order to achieve an incremental and stable model, the properties
need to be ordered in some scheme such that the properties that are dependent on the

same set of predicates are modeled in close proximity of the orde ring sequence.

Secondly, we have the property based ordering sequence, which is based on the weight
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of each property. We use a predicate-property matrix to represent th e system and the
summation of all the predicates in a property gives the total weight of the property.
Once we have the weight of all the properties, we sort them in ascen ding order such
that we have the property with the lowest weight on top of the ordering  list. Properties
can have same or di erent weights depending on the frequency of the predicates in all
the properties. In the property based ordering, we start to construct the model based
on the least weighted property, which is less “dependent” in terms of frequency of that
predicate in the other properties. We continue formulation till all the properties in the
property list are modeled. Listing 5.2 shows the formal represe ntation of the property

based ordering approach.

Finally, we have the predicate based Sorting scheme, in which we do an elimination of
the properties based on the frequency count of the predicates and dyn amically update
the predicate-property matrix to re ect the absence of the property. We set the column
corresponding to the eliminated property to zero's and reduce the we ight of the predi-
cates in the other properties which were dependent on this property (since they shared
the same predicate). We continue formulation till we have null matrix. ~ The order of

elimination will generate the sorted sequence.

Listing 5.2: Predicate based ordering

Let P =1f 1, 2,..., mgbe the set of properties, and this set has size m
Let P = fpy, p2,...,png be the set of predicates, and this set has size n
/* Note that W( ) = As " where At is the column vector corresponding to property

¢ In PP matrix */
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Let L=
/* L is an ordered list of properties initially empty * /
while P is not empty

forall pj 2 P, such that z(p;) is minimum

- — l 2 t - . . .
Obtain D = f ming’ ming’ < ming3 where min, is the set of predicates with
least z (p;) in P and one or more predicates from min, appears in all

Irninp in D
end for
Select ; from D such that W( ;) is minimum

/* If there are multiple such  j, select one randomly*/

Remove ; from P such that P =P f ;g

Add ; to the end of list L

Update all z (p) for all p'sin

I* E ectof removing jis equivalent to deleting the column A; from PP matrix and
updating the “suchthat “:= =~ Ajwhere indicates element by element subtraction
between two vectors */

for all  remaining 2P

Update W( ;) with new = A,

end for
end while
/* The ordered list L now contains the predicate based order to be used for XFM

Modeling * /

In this scheme, we model the property containing the least frequent predicate which is
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a behavior in the system described by that predicate, which is lea st dependent on the
other behaviors. Once the above behavior is modeled, that portio n of the system may
not to be modi ed for other properties. Therefore, by modeling us ing a predicate based
ordering, we model in a more incremental way. It was found to be the most e ective of
the property ordering schemes for XFM. Listing 5.2 shows the forma | representation of

predicate based ordering approach.

Consider an example, where we have a system whose behaviors are expressed as Linear

Time properties:

1:G(A && B)
,:G(AKC | F(D))
3:G(A! CUB)

The Predicate-Property Representation Graph and the resultant Sorting schemes for
the example are shown in Table 5.2 and Table 5.3 respectively. According to the PPRG, we
see thatD is the least occurring predicate where as the weight of ; is the least. Therefore
according to the property-ordering scheme, we model 1 rst. Then, we consider the

other two properties. Since, both ,and 3 have same weights, we randomly choose to
model one of them. On the other hand, for the predicate based orderi ng, we consider »
to be modeled rst since it contains the least weighted predicate. After »is selected, we
then update the frequencies of other properties with respect to the pred icates modeled
by 5. We getC as the least frequent predicate after D is removed. Therefore, we model

3 that contains predicate C and nally model ;.

We later show our results from modeling the ISA bus architecture as well as the arbitra-

tion of the Pentium bus for the three distinct approaches to XFM.
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Table 5.2: The PPRG for the example
1 2 3 (i)

Rlk|O|k

3
2
2
1

OO wm|>
o|lo|r |k
O|lkr |k |k

Table 5.3: The Ordering for the example

property based | predicate based or-
ordering dering

1 2

2 3

3 1

Before we show our experimental evidence to illustrate the relative m erits of all the
di erent sorting orders, let us look back into the PPRG and understand th e di erences
between the di erent sorting orders. Our goal for ordering properties is two fol d: (i) To
keep the state space search as low as possible in the incremental mdel building process,
as long as we can, (ii) To keep the changes needed at later stages fathe model building

on the parts which were built earlier.

We realize that to achieve these two goals, we need to make sure that the properties
that have the least entanglement with other properties must be model ed rst, so that we

can minimize changes on parts modeling these early properties. We also realized that if
we model a property, and the next property we model has more predi cates in common
with this property, the changes in the state space would be minimal sin ce each predicate
may introduce new states. In other words, if we model a property with a  collection

of predicates, and then we model another property, which has very little overlap in
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predicates with the last modeled one, we have to introduce lot more n ew states in most

cases.

In the following series of observations, lemmas and theorems we establish a crucial
characteristic of the predicate based ordering. We show thatin pr edicate based modeling,
usually when a sequence of properties is modeled they share predic ates, and therefore,
the state space does not increase drastically that often from one ste to the other. In
the property based scheme, since the modeling is done based on property weights, two
subsequently modeled properties may not share any predicates, and hence state space
may go up drastically, which we will see in the experimental evide nce that we present

later.

In the following, we assume Pp,i, denote the set of predicates with the least occurrences
among the properties not modeled yet. In other words Ppnin = fpj (p) (9)8qg 2 Pg
At every iteration of the predicate based sorting, this set Pp,, is updated, since values

for predicates change based on what property is modeled at that i teration.

Observation 5.2.1 At the end of every iteration, for any predicate fp) either reduces by or

remains the same.

Proof sketch: Recall thatif ; is the property modeled in an iteration, then at the end of

the iteration ~becomes A, and all entries in A; are either 0 or 1.

Lemma5.2.2 If (p) > 1and p2 Pnin, then p remains in R, in the next iteration if and only

if p was in the modeled property in the current iteration.

roof sketch: If the modeled property contains p,then (p) = (p , and since (p
Proof sketch: If th deled i hen ° 1, and si

was the smallest, and no other property's value cannot reduce by more than 1, p still
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remains among predicates whose value is minimum. In the other direction, if (p) > 1
and it is one of the minimum, and if the modeled property does not co ntain p, then by
the algorithm, the modeled property has to contain g2 P, and hence (q) will become

smaller than (p) and p will leave Ppi, in the next iteration.

Observation 5.2.3 If (p) = 1 and if one of the properties selected to be modeled contains p,

then p is never again needed to be modeled.
Lemma5.2.4 if (p) = 1, then always 2 P, until a property containing p is modeled.

Proof sketch: Let us assume that there isq 2 Pp,in, then also (q) = 1 sincep 2 Pp,i, and
(p) = 1. If gis selected to be modeled, then 0(q) = 0 and it will removed from Ppin, p
will remain since it has the least (p). If p also was in the modeled property, then again

the condition of the lemma is met.

Lemma 5.2.5 Once a Ry is chosen, Rin may lose some predicates from one iteration to the

next, but will not gain any new predicates, until the currenf,R becomes completely empty.

Proof sketch: By de nition of Ppn, for all g < Ppin, (q) > (p) for all p 2 Ppin. Now,
when a property is modeled in the current iteration, it must containa tleastonep 2 Py,
and hence its value will decrease. So that p will certainly stay in P, through the
next iteration. Now if p®2 P, is not in the modeled property, it's  value will remain

unchanged, and so it will be removed from P,,. However, since for all q < Pyn, the

reduction in  value is maximum 1, they cannot enter Ppip.

Observation 5.2.6 If Py, has more thard entry, and some p is chosen, ang) > 1, and ,

is the property being modeled, then in the next iteration &l ¢, goes out of Ri,.
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Lemma 5.2.7 If Py is singleton, then until all properties containing that plieate are modeled,

no new Ry, can be constructed.

Proof sketch: Follows from the previous lemma.

Observation 5.2.8 The size of Ri,, either decreases from one iteration to the next or remains
the same until a property is chosen to be modeled such thatstmat contain all the predicates

currently in Pyin. In either case, until Bi, = ;, no new predicate enters,R

The time we choose a fresh new Py, till it becomes empty; let us call that set of iterations
a phaseof the modeling. Therefore, the entire predicate based sorting or dered XFM goes
through these phases. Based on the previous lemmas and observatiors, we can now

claim the following:

Theorem 5.2.9 In a single phase of the modeling, all properties that aresteddverlap in some
predicates. Also, in each phase, for at least one predatlgiegperties containing that predicate

are modeled in a single phase.

This theorem, points out that the state space increase in this methodology is more con-
trolled, because if we model properties that have predicates comm on with the previously
modeled properties, we are likely to introduce less states in the nex t increment of the

model, as some predicates of the new property are already modeled.

Given this understanding of predicate property relationships, we anticipate that a small
change in the property based modeling can help control its state space growth pattern
as well. The idea is to choose properties based on how entangled they are with the

previously modeled property. In the approach, we recalculate the p roperty weights
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after each iteration. The following Theorem indicates an improv ement possibility in this

approach as entanglements play a role in property sequencing.

Remember P ; denotes the set of properties until ;.

Theorem 5.2.10 If modeling property ; is immediately followed by modeling of property
in the original property based ordering, then in the improyedperty ordering | where |, |
will be modeled immediately after, if and only if P; and P | has more entanglement (common

predicates) at that point of the XFM process tHapand

Proof sketch: Let P\ jdenote the entanglement between P, and j indicating set of

overlapping predicates between the two. jP;\ ;jdenote the size of the overlap.

Now suppose j is followed by ; in the original property based ordering. That means
W( ;) W( ) (by the property based ordering algorithm). Now in predicate bas ed
ordering, this must have changed to WY i) > WY ), where WO denotes the adjusted
weight of the two at this point of the XFM process. In predicate based ordering, every
time a property is modeled, weights of predicates in that property a re reduced from the
weights of all the properties that contained them. So at this point the W ) =W( ) j
P\ jjand W )=W( ) j Pi\ |j HenceW( ;) j Pi\ ;j>W()j P\ j
which implies that j P;\ | j j P;\ ;> W( ) W( ;). Now from the original
property based ordering we know W( |) W( ;) 0,andhencejP;\ |jj P;\ ]
This means that | has atleast as much entanglement with the previously modeled
properties than ; has. In fact, if the equality is broken by number of predicates in

property based ordering, in most cases it will be more entangle ment.

Experimentally it was found that predicate based ordering is the m ost e ective of the
property ordering schemes for XFM. In the next section, we show our results from

modeling the ISA bus architecture as well as the arbitration of the Penti um bus for the
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three distinct approaches to XFM.

5.3 Case Study for the model

5.3.1 ISA Bus Architecture

The XFM rules are applied on the monitor model of the ISA bus architectur e to get
a compact model. Following the XFM guidelines, we rst wrote the use r stories of
the ISA pipeline from the natural speci cations dictating the behavi or of the ISA bus
protocol. The user stories are converted into a sequence of linear time properties, which
are then ordered using one of the previously explained schemes to m odel the system in

an incremental approach, thereby formally verifying the bus pro tocol.

o e N e

Clock

BALE 4 |

Address| Address Valid
Bus

Data >< Data
Bus
Reset

Power

Figure 5.2: ISA bus timing diagram
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Model

The model of the ISA bus architecture is one of the basic models of the rstIBM PC. The
main component of the ISA bus architecture is the expansion bus. The expansion bus
interfaces the memory with the | /O cards. The model of the ISA bus protocol is based on
the signal speci cations speci ed in [8]. Based on the functions, the signals are grouped
into address signals, data signals and the control signals. The bus clock drives the ISA
bus and brings in the notion of timing. The timing diagram of the ISA b us is shown in

Figure 5.2.

When the unit is initially powered up, the reset signal on the ISA bus r emains asserted
until the power supply voltages have stabilized. Also the ISA cards a re prevented
from functioning until the power has stabilized. When a bus cycle is i nitiated by the
CPU, the target address is placed on the address bus once the Bu ered Address Latched
Enable(BALE) signal appears on the bus. The BALE signal is used to indicate that
the address has been successfully decoded. Once the address becepes valid, the data
transfer proceeds either on the upper or lower paths of the data bus bas ed on whether it
is an 8 bit or 16 bit expansion card that initiated the bus cycle with o r without the System
Bus High enable asserted. The speci cation of the ISA bus along with the corresponding

properties is illustrated Table 5.4.

The properties of the ISA bus were sorted in accordance with the schemes mentioned
earlier and an incremental model was constructed using the XFM appro ach. The result

of the state space search for the properties are mentioned in section 5.4.



Syed M. Suhaib Chapter 5. Property Ordering E ects on XFM 69
Table 5.4: LTL Properties for the ISA Bus Model
1 When the system powers up, all bus signals are reset. G(power ! X lreset)
2 The cards are prevented from doing anything until power stabi lizes. G(power ! X isacards)
3 The BALE signal occurs once in a bus cycle. G(balelock! baleon)
G(balelock U !endbuscycle)
G((baleon && power && 'endbuscycle) ! X balelock)
4 At the end of the bus cycle, the address is not valid, the bale signal is | G(endbuscycle ! X(!addressvalid && !baleon && !dt-
not high and data transfer is not complete. start && 'balelock && !dtcomp))
5 When ever the data transfer takes place, the address is valid G(dtstart ! addressvalid)
6 When the device is powered and data transfer is complete, then current | G((dtcomp && b _clock && power) ! X endbuscycle)
bus cycle ends in the next bus clock.
7 When the a 8 bit device is powered and if the data transfer can startin | G((isacardselect && dtstart && power && !endbuscycle)
the same bus cycle, then the lower path of the data bus willbe usedto | ! X lowerpath)
transfer the data.
8 When the a 8 bit device is powered and if the data transfer can startin | G((isacardselect && dtstart && power && endbuscycle)
the same bus cycle, then the upperpath of the data bus will neverused | ! X lupperpath)
to transfer the data.
9 When the 16 bit device is powered up and the data transfer can startin | G((address && isacardselect && dtstart && power &&
the same bus cycle to an even addressed location along with the high | !endbuscycle && 'highen) ! X lowerpath)
enable signal set low, then the lower path of the data bus will b e used
for transfer.
10 | When the 16 bit device is powered up and the data transfer can startin | G(('address && isacardselect && dtstart && power &&
the same bus cycle to an even addressed location along with the high | !endbuscycle)! X upperpath)
enable signal set high, then the upper path of the data bus will b e used
for transfer.
11 | Data transfer completes after Data transfer starts. G(dtcomp ! dtstart)
12 | Whenthe powero signalis received then balelock, baleon, datatrans- | G(!power ! X(!baleon && !dtstart && !balelock && lisac-
fer, bus clock, buscycle is reset and address is not valid. ards && 'b _clock && !dtcomp && !endbuscycle && !ad-
dressvalid))
13 | When ever the address is valid, then the baleon signal has already | G(addressvalid ! baleon)
arrived.
14 | When the 16 bit device is powered up and the data transfer can startin | G((highen && isacardselect && address && dtstart &&

the same bus cycle to an even addressed location along with the high
enable signal set high, then the upper path of the data bus will b e used

for transfer.

power && lendbuscycle) ! X upperpath)
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5.3.2 Pentium Pro Processor's Bus Arbitration

One of the most important concern of the Pentium Pro bus is how it hand les arbitration

between its symmetric and priority agents [9]. Before a request agent can issue a new
transaction to the bus, it must arbitrate for and win ownership of the re quest signal
group. Once ownership has been acquired, the request agent initiates the request phase

of the transaction. The arbitration diagram is shown in Figure 5.3.

Priority Agent

BPRI#
A A A A
Agent 0 Agent 1 Agent 2 Agent 3

BRO#
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|| BR3#
- BR2#
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BREQ2# Y
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Figure 5.3: Pentium Bus Arbitration

The Pentium bus arbitration model captures the behavior of the bus arbitr ation. Some of
the behavior handled includes the arbitration among the symmetric a gents, arbitration
by the priority agents and its a ect on the symmetry agents. Also, the user stories
incorporate the behavior when the symmetric agent locks the bus and a priority agent is
giving a request. The Pentium architecture of arbitration contains four symmetry agents
and a priority agent, where a symmetric agent is a processor capable of handling any
task. At a given instance in time, one or more of the processors may request ownership
of the request signal group in order to communicate with an external de vice. The bus

arbitration decides which of the processors gets the ownership ne xt based on a built
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in rotational priority assignment scheme for which each of the pr ocessors always keeps
track of whether any of them currently owns the signal group, and whic h of them owned
the group last or still owns it and which of them gets to use it next. In or der for them to
track this information, each agent knows its own agent ID as well a s the agent ID of the

processor that last gained ownership of the request signal group .

The arbitration event, which is the passing of the ownership from o ne symmetric to

another, occurs under the following circumstances:

When none of the agents are requesting during one clock anctienr more are seen in

the next clock.

When the current symmetric owner of the request signal grolipgeishes ownership of

the bus and one or more of the other agents having been requiestihg bus.

In either case, the symmetric agents must collectively decide whic h of them will assume
ownership of the request signal group in the next clock. Each symm etric agent has aRid
and a bus state which are their internal states used for keeping track of the bus status

and the ID of the current owner of the bus.

In the Arbitration event, when only one of the symmetric agents is req uesting for the

bus, it wins the arbitration and gets the ownership of the request sign al group.

User Story : If only agent2 is requesting the ownership of the bus then it is given
the ownership of the bus and all the other agents will update their rotatin g ID to '2',

irrespective of who was the previous owner.

G('breq0&& 'breql&& breq2&& 'breq3&& Arbit && Xlreset! X Rid2 && X busstatg
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Whereas, if two or more of the symmetric agents are requesting for the bus, one of them
wins the arbitration and gets the ownership of the request signal gro up based on who
had the ownership previously. The sequence in which the processo r gains ownership is

based on rotating IDs: 0, 1, 2, 3,0, 1,... (Agent ID's).

User Story : If agent2 and agent3 are requesting for the bus and if agent O had the
ownership of the bus previously then agent 2 wins the arbitration and gains ownership

of the bus.

G('breq0&& !breql&& breq2&& breq3&& Rid0 && Arbit && X lreset! X Rid2 && X

busstate)

User Story : If agent0, agent2 and agent3 are requesting for the bus and if agentO had the
ownership of the bus previously then agent2 wins the arbitration and g ains ownership

of the bus.

G(breq0&& breq2&& breq3&& 'breql&& Ridl && Arbit && X 'reset! X Rid2 && X

busstate)

The processor may retain ownership after completing a transactio n in case it may need
the request signal group again in the future. This is referred to as bus p arking. When
a processor parks the ownership of the bus, it may retain the owners hip until another

processor requests ownership. In other words, be fair to the other p rocessors.

User Story : If agentO is the owner of the request signal group and one or more of th e

other agents are requesting for the bus then agentO deasserts its requestnd allows the
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other agents to arbitrate for the ownership.

G(busstate&& Rid0 && (breqljj breq2jj breq3)&& Arbit && ! 'breg0)

If an agent is requesting for the ownership, within 4 arbitration ev ents it will be given

the ownership of the request signal group.

While the symmetric agents are very polite to each other, the system may include another
agent that plays by di erent rules, referred to as a priority agent. When a priority agent
is requesting ownership at the same time that one or more of the symme tric agents are
also requesting ownership, the priority agent wins. The only cas e where the priority
agent will be unsuccessful in winning ownership of the bus is the cas e when a symmetric
agent has already acquired ownership and has asserted a LOCK signal. This prevents
the priority agent from acquiring ownership until the symmetric age nt deasserts the
LOCK signal.

User Story : if agent0 and agentl are requesting for the ownership along with the
priority agent and the LOCK signal has not been asserted, then the priority is given the

ownership.

G(breq0&& breql&& !breq2&& !breq3&& Rid3 && BPRI&& ILOCK && Arbit && X
Ireset! X Rid4 && X busstate)

User Story : If agentl and the priority agent are requesting for the ownership at the same

time when the LOCK is asserted then the ownership is not given to the pr iority agent.

G(breq(&& breql&& 'breq2&& 'breq3&& Rid3 && BPRI&& LOCK && Arbit && X !reset
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I X Rid0 && X busstate)

5.4 Experimental Results

The ISA Bus and the arbitration event of the Pentium bus were modeled an d number
of reachable states searched for the veri cation of the properties was noted for each of
the three di erent approaches of ordering and modeling properties. The two models
di eredinthe number of properties for modeling as well as the size of the model. Vacuity
checks were performed on all properties in order to ensure that the y were not vacuously

true.

Inthe model of the ISA Bus architecture, 16 properties were modeled w hich were derived
from 14 distinct user stories and included 15 predicates. The data for the number of
reachable state space searched for veri cation of each property were noted after each
successful veri cation. This data was analyzed for all three disti nct property ordering

approaches. It was noted during the random ordering approach tha t the model state
space grew signi cantly large after modeling the rst property.  The main reason being
that the order of properties selected required the user to build the comp lete model in one
step in order to verify the property in the early stages. This approa ch caused inclusion
of non-relevant behavior in the model, which was not seen in the other two approaches
due to an incremental modeling methodology. Therefore, the prope rty based and the
predicate based ordering resulted in less number of states searcheal than the randomly
ordered modeling approach of properties. The number of states se arched for veri cation

by predicate based ordering resulted in better performance in term s of more properties
being veri ed with a lower number of states searched than the proper ty based ordering.

The results of the state space search of the ISA bus is shown in Figure 54
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400

/Ol 5 00—
300
o r—.—.—l
¢ PN s & &
@ 250
s // —4— Property based
§ 200 —m— Predicate based
o / { Arbitrary
o 150
s e o o ; /
&
100
50 4 /
0 . . I I lA llllllllllll

1 2 3 45 6 7 8 9 1011 12 13 14 15 16 17
Property Rank

Figure 5.4: State Space Search Graph of ISA Bus Model

On the other hand, the arbitration model of the Pentium bus was more comp lex than
the ISA bus model. The arbitration model consisted of 126 propertie s from as many
user stories and included 24 predicates. The state space search grngh for veri cation

of properties had a huge discrepancy between the random model and the other two
approaches. The model built using the random approach became complex in the early
stage of modeling requiring a large number of states to be searched to verify the prop-
erties. The property based sorting had a smaller state space seart for the initial set
of properties but the states for veri cation grew as more properties were added. After
about 75 properties, the state space search became stable since th@mplete model had be
constructed at that point. This ordering approach was better than the r andom approach,
but the predicate based property ordering gave better results with the g raph of the state
space search being more incremental and uniform throughout. The re sults of the state

space search of the arbitration phase of the Pentium Pro bus is shown in Figure 5.5.

We develop and experiment with various incremental developmen t methodologies of
XFM based on property ordering schemes. We use the methodology to build correct

PFMs from speci cation in natural languages. Our experimental res ults suggests that
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Figure 5.5: State Space Search Graph of Arbitration Model of Pentium Bus

property based and predicate based modeling approaches yield a better methodology
for building incremental PFMs with respect to the random ordering  which is one of the
standard approaches. We also provide an enhancement to the property based ordering
approach and in the future, we plan to experiment with this approach. We have also
developed a graphical user interface for XFM such that user can easily sort the properties
using our proposed methodologies. Using this tool, the user can build and model check

the model with SMV which is explained in the next chapter.



Chapter 6

XFM GUI toolkit

In Chapter 5, we developed a methodology which allows us to analyz e the e ects
of ordering LTL properties for building PFMs with XFM using three di erent model
building approaches: arbitrary ordering, property based ordering and predicatetdasdering
of properties. We have developed an “easy to use' graphical user interface for users to
build e cient models by using our agile methodology and ordering scheme s, which
we discuss in this chapter . The Graphical User Interface (GUI) has been developed in
tcl/ tk toolkit [47]. Details of the functionalities of the GUI and the setup req uirements

are discussed in the following sections:

6.1 Tool Setup

Since the XFM tool is written in tcl/ tk [47], the user needs to install wish version 8.4,
which can be obtained for PCs from cygwin[48] and for Unix systems from Tcl Developer

Xchange [49]. Nevertheless, the user can also download and instal Activetcl from the
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Active State [50] which contains wishversion 8.4 as well.

Once the user has setupwish, he/she then needs to install Cadence SMV, which can be
obtained from [51]. After the SMV has been successfully installed, the vw le needs to be
copied from / smv lib directory to the directory of the XFM tool. vw is used for invoking
the GUI interface of SMV. The XFM tool has been tested on a Windows pla tform as will

as on Redhat version 9.0. The tool can be downloaded from [52].

6.2 Graphical User Interface

The GUI interface of XFM is shown in Figure 6.1. The GUI consists of many widget
classes and is interfaced with a C/C++ based ordering program. The GUI also has the

capabilities to model check the model with SMV [10].

6.2.1 Menu

The menu consists of File, Edit, Insert and Helpmenu options. The File menu includes
three options. The rst option, ‘Open’, is to load the contents of the le that is selected
by the user in the selection window The contents of the le can be either variables or
properties used for construction of the model. The "Save' option in th e File menu saves

the contents of the property window. The third option, "Exit', closes the GUI interface.

The Edit menu consists of "Cut', "Copy' and "Paste’ options which work simi lar to stan-
dard options and are applicable to the property window The Insert menu consists of a
list of operators that can be used to write the properties. When selected, these opera-

tors are inserted into the editing window for writing properties. Th e help menu gives
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Figure 6.1: XFM GUI toolkit

information about the tool.

6.2.2 GUI setup

The main GUI interface consists of a listbox and two text boxes. The list box is referred to
as the selection windowWhen a le is loaded, the data from the loaded le is displayed

in the selection window. One text box, referred as editing window is used for editing
properties and the other text box, referred as property window is for displaying the list
of properties for sorting. A button bar referred as operational bais used for inserting

operators into the editing window. There are four separate buttons onth e GUI:



Syed M. Suhaib Chapter 6. XFM GUI toolkit 80

Insert Variable button when pressed copies variables selected in the selection

window to the editing window.

Insert Property button when pressed copies the property written in the editing

window to the property window.

‘I ' button when pressed copies the selected items from the selection wind ow to
the property window directly. This option can be used when the user lo ads a list

of properties from the le.

Sort button can then be pressed for sorting the contents of the property windo w.
When the button is pressed, a small frame pops up that allows the user to s elect the
three ordering options: Arbitrary, Property based and Predicate basedering. The
snapshot of the selection is shown in Figure 6.2. When a sorting option is selected,
the sort program executes in the back-end and the sorted properties are displayed

in a new window. The sort program has been developed in C ++.

6.2.3 Acceptable Property Format

The tool accepts the properties in the format used by the SMV. If the for mat of the
properties do not adhere to the speci ed format, SMV will give an e rror. An example of

a property format is shown below:

propertyl: assert G (sugar! sweet);

In the property mentioned above, propertyl is a name given to identify the property. A
property name should be given to all properties which should be uniq ue such that it
is easier to refer to the property. Also, note the colon (:) precedin g the property name,

which distinguishes it as the property name. The sorting algorithm s may assume the
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Figure 6.2: Sorting Option Frame

property name to be a predicate if the colon is missing. In addition , SMV will give an
error message if the name and the colon is not present. Following the property name,
the key word assertis used for denoting a property to SMV. Another important part of
the property is its terminating semi-colon (;). The sorting algori thm identi es a property
with its terminating semi-colon and if missing, the sorting algori thm will not consider
it a property. SMV follows the standard format of the properties. | f the property is

incorrectly speci ed, SMV will return an error.

The tool can be used to sort properties in formats acceptable by other tools as along as
the properties terminate with a semi-colon(;) and no speci c keyw ords other than the

ones mentioned in the operator list exist.
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6.3 GUI Objective

The tool serves two objectives:

Objective A: Focus on property writing and sorting aspect. It allows the user to wri te
or load a list of properties in the property window and sort them ac cording to the

selected sorting scheme.

Objective B: Focus on the model building and model checking aspect and interfa ce with
SMV. The properties must adhere to the format of properties accepted by SMV as

discussed eatrlier.

Objective A

As mentioned earlier, the rst objective of the GUI is to have a set o f properties in the
property window and sort them. There are two ways for doing this: T he user can load
a list of variables from the le, or, write properties in the editin g window and then copy
them to the property window. To write the properties in the editingwind  ow, the user can
either use the insert menu, or use the operator bar, or can simply type th e property. The
user can also load a list of properties from a le and copy them dir ectly to the property
window with the * ! ' button. One or more properties can be selected simultaneously by

pressing shift/ Ctrl key and selecting the properties.

Once the user has all the necessary properties in the property windo w, the user can sort
the properties by clicking on the “Sort' button. The properties in the p roperty window
are saved in a temporary le by this operation. The user can select one of the three

options on the frame for ordering properties or can press exitto r eturn back to the main
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GUI as shown in Figure 6.2. When one of the sorting options is selected, the algorithm
executes on the back-end and the sorted properties are displayed in the new window as

shown in Figure 6.3.

Figure 6.3: Model building window

Objective B

The second objective of the GUI focuses on building the model and mo del checking it
with SMV. The user can build the model in the text box provided or can s elect an editor

of his/her choice by clicking the Choose Editobutton. To follow the XFM approach, the
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user will have to manually comment ( /*...*/ ) the properties other than the one which is
being currently modeled. The user will have to remove the commentf rom the properties
one by one as per the XFM methodology for model building. On each ite ration, the user
can save and model check the model by clicking on Model Checloutton. Once veri ed,

the user can return to the tool and follow the XFM methodology.

This tool helps the user to list, sort, model and model check the model in compliance
with the XFM methodology presented in the thesis. We believe that this to ol will assist

engineers in making e cient models for veri cation purposes.



Chapter 7

Conclusion

Computer systems control many aspects of our lives. These computer systems are com-
posed of various hardware and software components. Electronic c ommerce, highway
and air tra ¢ control systems, medical instruments, telephone systems are someof the
examples of highly computerized systems. Failures in such systems have caused serious
consequences including deadly accidents, shutting down of vital sy stems and monetary
loss. Therefore, veri cation of electronic designs has become increasingly important in
the industry. The use of formal methods has become popular in the indus try for such
purposes. The key aspects of formal methods include speci cation , veri cation and
testing techniques for enhancing the quality of the software and hardw are development.
It is known from industrial trends that the validation cycle is often  the limiting factor
for the decrease in time-to-market. Formal methods are complex, di cult to use, and
require mathematical sophistication and to make formal methods ava ilable to regular
engineers, one has to build methodologies and tool sets that enable the engineers to
easily utilize the e ectiveness of formal methods without being thwarted by the com-

plexity of the method itself. There exists a gap between natural langua ge speci cations
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and formal models. In most cases in the industry, the ad hoc abstract model is built
from an implementation, which is then checked against the implem entation for confor-
mance. Several drawbacks are present with this approach. One major drawback is that
the ad hoc building of both the model and the properties is error pron e and the e ort
of model building and debugging grows along with the size of the mod el. There is no
way to control the inclusion of all properties; some may be overloo ked, thus reducing
the signi cance of the model. Then, if a property fails, it is tedi ous to debug the model.
Few indications exist where the bug is located. Finally, there is a tendency that the
model will include more behavior than the speci cation willallo  w. This is because often
implementation bias gets into the abstract model. In addition, impl ementation detail in
the abstract model may introduce unwanted complexity and may later ca use problems

in a conformance check.

7.0.1 Main Contributions of this thesis

XFM methodology and its importance
Property Ordering Heuristics

GUI toolkit to support XFM

In this thesis, we have developed a methodology of an agile forma | method (XFM) and
a GUI based toolbox to enable formal methods practitioners to use our m ethodology
through a graphical user interface. Our methodology is based on Extr eme Programming
(XP) concepts instead of programs. We apply XP to construct abstract models from a

natural language speci cation of a complex system.

One of the usage modes for building formal models is Prescriptive  Formal Models (PFM),

which states the speci cation in a formal manner. We show how to inc rementally build
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PFMs by adding user stories one by one into the model. "User Stories” are description
of behaviors in a system and in our toolbox; they are captured as Line ar Time Temporal
Logic (LTL). Other formalisms for expressing properties can b e easily integrated. The
methodology involves taking an LTL property and building the mode | to satisfy that
property. Once the model is veri ed for the selected property, we s elect a second
property and build up on the same model for satisfaction. This incre mental model
building procedure is repeated until all the properties are modeled . We regressively
model check the model against all the modeled properties. If at a ny step the model
does not satisfy a speci c property, we locate and x the error in th e model. Due to
our regressive approach, the debugging is easily done since most of the times we only
have to backtrack one-step whereas debugging a complete model for locating an error
is di cult. Another advantage is that the model constructed using our methodolo gy
does not contain any non-relevant behavior since the model is constructed based on
the properties, whereas in the "state of the art” modeling approach, constructing the
complete model at once may cause the model to contain non-relevant behavior. We
illustrate our methodology with various real world examples of tra c light controller,

DLX pipeline and a Smart Building control system.

Since our methodology is based on modeling the properties, it is i mportant to decide
what order of modeling should be used to build the abstract model. Th e LTL properties
contain predicates that describe a certain behaviors. The complete set of these behaviors
modeled in a speci ¢ manner constitute the model. Our ordering sche mes are based
on the frequency of the predicates present in the property set. We analyze the e ect
of ordering LTL properties for building PFMs with XFM with three di erent model-
building methodologies: arbitrary ordering, property based or dering and predicate
based ordering of properties. We used our property ordering appr oaches with XFM

methodology on the models of ISA bus and the arbitration event of Pen tium Pro bus.
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We found out that the predicate-based ordering approach was the mos t e ective way of
XFM and we mathematically reason the same as well. We have also developed a GUI
based toolbox to enable formal methods practitioners to use our method ology through
a graphic user interface. Some of key the features of this gui toolbox i nclude property
building, property sorting, model building and model checking.  The user can select one
of the property sorting schemes presented in this thesis. The syntax of the properties
accepted by the tool adheres to the format of SMV model checker. This XFM toolkit is

interfaced with the SMV model checker for model checking purpose s.

Some projects also use agile methods in the domain of modeling and veri cation. Her-

ranz and Moreno-Navarro from TU Madrid describe in the integra tion of some XP
practices to formal methods using the SLAM software tool [53]. Their environment
generates sequential programs from formal expressions using an assertion based JAVA
development framework. While our work involves the use of XP to mod el complex
concurrent hardware systems, their approach is directed towards sequential software
programs. Henzinger et.al. [54] show how to reuse previous model checking results to
incrementally model check the modi cation of a model. While this isacompletely di er-
ent approach, this technique can be used in XFM in order to speed up the single model
checking steps. Besides the typical method to capture formal models, there is other
research going on to speed up this process, such as the automatic syntheis of models
from temporal constraints [55], but high quality models are still cr eated manually by

quali ed engineers.

To the best of our knowledge, this is the rst methodology for buildi ng formal models
in an agile development style, and rst theoretical framework d evelopment. The GUI is
also useful in enabling users to easily build models incrementally and correctly through
regressive steps. The property set developed as user stories areexpressed formally, and

hence can be used for coverage monitor and test generation as well
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(a) January 2003 to present: Graduate Research Assistant, Virginia Tech., Blacksburg,VA.

Extreme Modelling based approach to build a model based on th e properties and incrementally

verifying them simultaneously.

Developed an XFM tool for formal modeling and model checking

Using Model Extraction schemes for formalizing and verifyi ng systems.

Using various Model Checking tools such as SPIN, SMV, TimesTool and UPPAAL for veri cation
of complex systems such as RISC CPU Pipeline, ISA Bus protocol,Pentium Pro bus, Smart

Home Control System as well as for Utility based protocols for Real-Time scheduling.

(b) August 2001 to May 2002: Lab Operator Computer Lab, University of Arkansas, AR.

— Maintain Workstations for student.

— Assist students with various technical di  culties.

(c) August 2002 to December 2002: Technical Support for Law School Computing Services, Unive rsity
of Arkansas, AR.

— Provided Support for Network Administrator including con guring of systems on the network,

maintaining and upgrading systems and maintaining School o f Law web-page.
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Selected Projects

(a) Car Tracking Model: Developed an extension to multi-dom ain model of a car tracking system from

Ptolemy Il manual.

(b) Air Tra ¢ Controller: Designed and implemented Air Tra ¢ controller system on POSIX compliant
RTOS.

(c) Source Code Analyzer: Designed and Developed a Source Cale Analyzer of any C program displaying

details of the code.

(d) Pipeline Architecture: Designed a 5 stage Pipeline Architecture in Mentor Graphics. Task also

involved simulation of the system.

(e)Web-Browser: Developed a Java based Web-Browser with caabilities of a regular browser.
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(Uc-Linux Kernel: Implementation of Real-Time Schedulin g Algorithms such as RMA, EDF and DASA

on a micro-controller in the ucLinux kernel.



